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ORGANIZATION AND FUNCTIONS OF THE MGB

I, INTRODUCTION

Phe Soviet Ministry of State Security (Ministertvo Gosudarstvennol
Bezopasnosti) is the fulfillment of thirty years! development since the
esteblishment in 1917 of the Cheka to protect the infant Bolshevik party
and to combat counterrevolution, speculation and sabotage. From this
relatively defensive, probtective position & growth through years of in=-
tricate changes has resulted in the present MGB which not only combats
counterrevolution, foreign espionage and pelitical deviations inside the
Soviet Unions but also carries»én e program of positive espionage, sabotage
and assassiﬁations throughout the world. The primary emphasis on dis-
covering politically unreliable olements in all spheres of Soviet life
can only be understood in the light of the pims of the Soviet state which
insists on insulating its peoples and institutions from ideas foreign to
Communist princiﬁles; fearing & politically opposed and malcontent populace
that might one day aid in the overthrow of t he system which Bolshevism
has erected and maintains by force.

In considering the functions and the operations of the NGB, it should
be remembered that, from their earliest conception, the Soviet organs of
State Security have been primarily Party agencies subject only to formal=
istic combrol within the extant structure of the Soviet Governrente Until
the reorganization jn July 1934, when the OGPU was incorporated into the
newly created NKVD, 1little pretense was made that State Security was other
than & Party function, taking its suthority and control from the Central
Exeoutive Comuittee of the Communist Party of the Soviet Union, and, of
course, actunlly from the Politburo. At the present time, in theory, the
MGB is responsible to tho Council of Mi%isters, formerly the Council of
Peoples? Commissars of tho Soviot Unione. In fact, the MGB is responsible
only to Josef Stalin end to the Politburoe

Tt is impossible to cvaluate adequately the scope and compononts of
the MGB without considering also the functions and jurisdiction of the MVD,
the Soviet Ministry of Internal Affairse Both ministries, of course, spring
from the same origins and while they are technically separate today, it
must be remembered that actually in many fields they still operate jointly

nnd, upon occasion, almost as a singlec a gencys Both the MGB and the MVD
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are subject to the same ultimate control, and the operations of each arc
closely integrated with those of the other.

There have been some indications of froqucpt interchange of personnel
between the two ministrics and it is known that,wherever necessary, units
of the MVD'are controlled operationally by the MGBe There arec also indica=
tions that, at loast in'occupied torritories, oertain functions which,
within the Soviet Union, definitely tond to be functions of MGB have becn
carried out, probably for purposes of conveniencey, by MVD units. There
arc many signs, too, that MVD installations have becn usced as cover by MGB
porsonnel, although such usc has been denied by ot least one spparently
Well-informcd defectore

No offort is made in this study to delineate thOS'tructure, jurisdiction,
and functions of the MVD, as suches Since March 15, 1946, when the use of
the term "Pcople&! Commissariat" was dropped end the term "Ministry" sub-
stituted, an oxtongive reorgonization of MVD and IIGB has apperently been
under woye Authentic information on this rcorganization is too fragmentary
for complete ovaluation of its significqnce. It oppears, howcver, that the
ultimate purpose of this reorganization, which is still continulng, is:

(1) thé complete integration within the MOB of all of the intelligence
functions formerly porformed by eithor ministry; ond (2) the integration
within the MGB of many, if not all, of the security functions which have
long been considercd primarily the province of the Ministry of Internal
Affairs.

Indications of this concentration of intelligence and sccurity within
‘the MGB appear particularly evident in severasl roeports stating that within
the past yocor tho WMGB has assumed the direction of certain uniformed troops
which previously were under the unquestioncd control of MVDe Apparcently
tho first of thesc troops to bo absorbed wore units of the MVD internal
troops, including transport and comaunicabions unifs. It has bocn reported
also that thore now oxists within the MGB o directorate, probably called
the Guards Directorate, responsible for tho administration and control of
MGB troops which were formerly MVD unitse While wo do not yet have
sufficiont information upon which to base an accurate dotermination of the
significance of this trond, it is at loast possiblo that é logical conclusion

might be the contralization of all intclligencc and security within the MGB,
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leaving the MVD priﬁurily concorned with administrative control of the
Soviet population end with the utilizationof tho tremendous labor pool
provided by tho millions of individuals confined in the MVD forced-labor
campse In this regard it is known, of courso, that the MVD has in recent
yearé become incroasingly active in the administrotion and diroction of
large industrial and construction projocts throughout the Soviet Union,
and that through itslvarious industrial combines the ministry has assumed
incréasing control over industrial oxpansion and congtruction within the
USSRe So tremendous in scope. are tho functions and the powers of these
two ministrics that togethoer they resemble a state superimposod upon a
states

The complicated pr;coss of ovolution which has produced tho present
MGB comnot yet be fully and cloarly doscribed, primarily because of the
unoveilobility of sufficient current, authentic sourcess Even factors in
the dovelopment which have remoined rolatively constant, such as the overall
planning of intclligenco and countorintolligonce functions and tho high
degree of collaboration among the MGB orgons ond between the MGB snd other
orgenizations of the Soviet state, cannot bc presented in ‘the proper
perspective ond doteils This preliminary study, therofore, is an cxamino-
tion of the orgonizetion and functions of tho MGB based on information
obtained from mony sourcos, which information rofers frequently to its
predeccssor organizotionse

T+ should be noted that rccont reports hove alleged the cxistonce of
numorous directoratos, scctions, ond subdivisions under various nomes,
numerals, ond lotterse As o large numﬁor of these reports arc in dis-
pgroement, only such organizational units of the MGB reliably reported
upon from more thon onc sourco, and whoso oxistonce con be considercd

ot loast fairly well oestoblished, have beon included in this studys.

ITIo HISTORICAL DEVELOPMENT

The Russion people have lived undor the despotic power of the Boyars,

tho Czors, and the Bolshovikse State oﬁprossion has beon o traditionol

ond constont foree only mow renching its fullest and most rofined developmoent.
The first steps toward o central agoncy for the protection of the

stato wore taken by Iven the Terrible in his struggle with tho Boyors whon
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circo 1564 he croated the Oprichnina, the first Russion State Police.

Tho Oprichnina was almost a state apart; it possossed its own spocial
court, its'own army ond its own policce NMombers of tho ageney, the
Cprichniki, swore to anllow neithor God nor man to come botween thomsclves
ond Ivan's commandse

Dogpite the efforts of the Oprichniki and of lator state seourity
forces, Russion history has been flecked with plots, assassinotions, and
rebellionss Undoer Petor the Great the system of policing Russis, with
emphasis on state security, becamo firmly estoblisheds During the roign
of Nicholas I the 3rd Soction of Wicholas! Court Chancory bore the respon-
sibility for state securitys. Apporently the 3rd Section was unablo to
cope sugcossfully‘with the incroase of rovolutionary activity in the 19th
century, ond in the 1880fs the notorious QEEEEEQ was foundeds, Among
Okhrana soctions, onc had tho task of spying on scparatist movomonts among
the various nationnlitics in Russia, another omployed agents to carry out
surveillonce of foreign diplomats in Russia, and a third was responsible
for counterospionage within the country., An 00 (Osoby Otdel) or Spocial
Section undertook the surveillance of Russion political refugees obroad,

o duty which has dovolved upon the successors to the Okhrane down to the
presont btimo.
CHEKA

When the Bolsheviks comc to power in Octobor 1917, XERENSKI was cons=
sidering o rovival of the Okhrana, which had been pormitted to deteriorate
aftor the March revolt. Shortly after the October rovolution, LENIN and
‘the Council of Pecoplecs? Commissars docided that, without o similar organi-
zation, the now governmont could not copo successfully with the rise of
counterrovelution soon supported by invading armies and foreign aid,

The first stop toward croating such an organization was tho issuance
of o docroe by LENIN on 1l Decembor 1917, decloring the Coadets or Conw
stitutional Democrats a party of onemies of tho people ond meking the
directing mombors of the Cadet Party liable to trisl by revolutionary
tribunalse LENIN thon wrote,on 20 Docombor 1917, o memorandum to Felix
Edmondovich DZERZHINSKI, on old Bolshovik and trusted Party functionary,
containing the draft of o general docree for combotting counterrevolution

ond sabotages He suggosted that the Commissoriat of the Interior should,
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with the ﬁid of housc committecs, assume supervision of all thc mombers

of the bourgecisie, the landowners and the wealthier classos. Such
persons, and cmployeos of banks, investmont firms end other institutiams

as well, wore roquired to submit to the housc committees informeation con-
cerning their incomes and occupationss In January 1918, the Sownarkom
willingly accopted the rocommendstion of DZERZHINSKI that the irrogular
activitios of the inchoate force of secret policec, which had sprung up
almost immediately aftor the scizure of powor, should be dofinitely
organizod undor wn "All-Russion Extraordinory Commission to Combat
Counterrevolution, Spcculation ond Sabotage" (Vscrossiskaya Chroz-
vychoinoyo Komissiya po Borbe s Kontr-Rovolutsieil, Sobotazhem i Spokulatsiei,
or EEEEﬂ)’ with the primary purpose of protocting fhe infant Bolshcvik
regimo. In the first months of its oxistenco Cheka headquartors were
moved from Leningrad to Moscow, Its first diroctor, at least in Leningrad,
appecars to have becu Moscs URITSKI, who was assassinatod in August 1918

by o member of the Socialist Rovolutionary Porty, Leonid KANNENGIESSER.

Accerding to an apparcntly reliable source, o certain YOSILLVICH was
adjutent to URITSKI in Loningrad; one of the carliest chiefs of the Cheke
in Moscow was MESSING and other important early leaders of the Choka
were UNSCHLICHT, MOGILEVSKI, ARTUSOV, KATSNELSON, TRILLISER, KOGAN, BRESIAU,
SACHS, GOLOSEKIHN, ZHUROVSKi, SAFAROV, KUN, SEMLIACHIKO, LANDER, VEINBERG,
SVARTS, FINKELSTEIN, EHLENKRILEG, GRUENSTEIN, MEISEL and KEDROVe Another
source lists YAGODA togethor with MENZHINSKI os deputics to DZERZHINSKI
undcr the Choka end tho following as chiefs of scctions of the Checka:
SOSNOVSKI, LITVIN, MIRONOV, GAI, AGRANOV, KURSKI, TSESARSKI, PETROVSKI,
KAGAN end BERMAN,

By o decroc of 7 Novomber 1918, DZERZHINSKI was made president of the
Cheke which by this timo hod adopted much the samo methods of spying, oral
exominations and socret trials as had beon usod by the Okhrana.

The Choko was oven less subjoet to control thon the Okhrana, which had
beon qiroctly subordinated to the Imperial Ministry of tho Interior.
Moreover, the Chekay from tho first, ossumod the powor to punish even by
death those countorrovolutimoarics whom it discovered, while the Okhrana
had no such legal powors Gradually DZERZHINSKI built the Chcka into a

firmly establishod stato sccurity organizationa
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In 1922, when the civil wars had onded and order was substantially
rostored, the Choka was ostonsibly abolished in an attompt to dispel tho
public fear ond onxiety which it hnd ongenderode Togothor with the
announcement of tho Now Econemiec Policy, a now organization wos created,
the "State Political Dircctorate” ( Gosudarstvennoyo Politicheskoye
Upravleniye, or GPU) which, in everything but name, absorbod tho Chckae
Whon, in tho following yoor, the Sovict republics wero foderated, tho
GPU bocame the OGPU or Union State Political Dircetorato (Obodinyonnoyo
GPU), at tho alleunion lovol; with local bronchos retaining tho title
GPUs Tho OGPU, responsible diroctly to the Central Executive Committeo
(TsIX) of the All-Union Communist Party (polshovik), merged in o single
fedoral sverct administration the primory dubties of ™maintaining the
revolution." It took ovor from the Choka the following subordinate organs:
(1) oOporationnl (or goncral)
(2) TForeign (INO = Imostranny Otdel)
(3) Eoonomio (EKU - Ekonomicheskoye Upravleniye), dealing
with industrial offences, especially ssbotuge,
bribery, countorfeiting and smuggling
(4) Transport ’
(6) Counterintclligenco in tho Red Army
(6) Secrot Scrvice (S0-Sckretny Otdel), responsible
for detocting counterrevolutionnry tondoncios
in tho USSRe
DZERZHINSKI personally controlled the OGPU until his death in 1926,
although nominally ho was but ono membor of o collogium of 14 or possibly
15 commissioners shoring the administration of the 0GPU. While the first
Constitution of the Soviet Union hed failed to mention a state security
organization, the sccond Constitution proclaimed the structure and the
tasks of tho OGPU in a spocial decrec of 15 November 1923, promulgated
by the Presidium of the Central Executive Committee of the Party. Provision
was made for the appointmont of the director or president of the OGPU and
his deputicvs by the Central Committee and the tasks of the organization
were defined as follows:
(1) Dircction of the GPU of fices of tho Sovict Republics ond
the special departments of military districts, as well

as principal divisions subordinate to the GPUe

(2) Direction and administration of tho special departments
at the front and in the Armye

(3) Political protoction of tho Sovict frontiers.

(4) Oporational work in the territory of the Soviot Union,
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The functions of tho 0GPU, according to the same decree, also have bcen
listed as:
(1) The suppression of counterrovolutionary acts, including
boanditry.
(2) Tho toking of mensures to provent espionago.
(3) The guarding of railways and waterwayse
(4) The political probectién of the Soviet frontiers.
(5) The provention of smuggling end of illicit fronticr
crossings.,
(6) Tho oxceution of special duties assigned to it by the
Central Execubive Committee or by tho Sownarkom.
An unvorifiod report lists the following "departmonts™ of the OGPU
as of 1923:
(1) Secret Department under KSENOFANTOV
(2) Information Department under ANTIPOV
(3) Gonoral Department under MOROS
(4) Foreign Departmont under MESCHTSCHERJISKOV
(5) PFinonce Departmont under DEITZ
(6) Registration Department undor FOMIN
(7) Propaganda Department undor KATZ
Supromo authority over tho OGPU was actually in the hands of the thon
Seerctary Goneral of the Communist Party, Josef STALIN, with the oxecutive
authority vested in the chief of the 0GPU with full power o handle routine
stote socurity matters, The OGPU chief and his two doputy chiofs formed
"the Troika which acted in oases of cmergency, discussed summary rcports
prepared by the two deputy chiefs of OGPU, end formulated instructions
and ordors for dopartmontal chiofs, The Troika also preparod all agonda
for thoe sessiong of tho Collogium of the OGPU ond was responsible for the
exocution of docisions made by the Collogium, which, in principle, had
both executive ond judicial powerss Actually, howover, the Collcgium was
only an sdvisory councily, final dceisions being made oithor by the Troikn
or directly by tho chiofs All cases whorc copital punishment was mandatory
wore, howover, brought before the Collegiume. It apparently consisted of
fourtoon momberss tho chief of tho 0GPU, two deputy chiofs, ton departmental
chiefs ond ono administrative chiefs
Bolow the Collegium was tho so-callod Osoboyo Soveshéhaniye = Special
Advisory snd Arbitrotion Council or Specianl Commission as it was called -
with no permanent membership; it was o loosely bound group made up of
doparbtmental chiefs with a deputy chief of OGPU as chairmone. This
commission, nside from its administrative duties, also hondled minor

political cases where the moximum punishments were prison scntences and

deportation to forced-labor camps undor the administration of USLON
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(Upravleniye Sovietskikh Logeroi Osobovo Nuznucheniya) - Administration
of Soviet Specinl Apsignment {forced-labor) Comps.

Vyacheslov Rudolfovich MENZHINSKI, who succoeded DZERZHINSKI in 1926,
had boon o lendor of the Choko snd o deputy dircetor of OGPU since 1923,
His ill hoalth allogedly threw the actual power within the OGPU into the
honds of his two doputies, Genrich Grigorevich YAGODA, who had hcld his
post since 1924, ond lMikhall TRILLISSER, long=time chied of INO, the
Foreign Depurtmont. YAGODA is said to have becn devoted to STALIN, to
whom, however, his policy of mass depa tations and stoged trials wos to
become an extreme cmbarrassments In 1931 STALIN attempted to restrain
YAGODA by reducing him from lsﬁﬁdeputy to 2nd deputy and by superimposing
VMENZHINSKI's former chief assistant, Ivon Alexondrovich AKULOVe The
latter reportedly was unable to hold his own against YAGODA's intrigues
and aftor a year was sont to an ‘inferior post in the Donbose. Upon the
National Socialist asconsion to power in Germony in 1933, STALIN sow that
the Soviet Govermment would for a time increasingly have to ally itsclf,
at lcast verbally, with the Western Europcon countrics and thot the
publicity which the OGFU wos roceiving under YAGODAfs direction constituted
n serious obstaclce He thoreforc rocolled AXULOV, appointed him to the
new office of State Presecutor and, in Docombor 1933, conforred upon him
spooinl powers "to strengthen the 1ow" which, at least in theory, cnabled
him to override the judicial docisions of the 0GPU. He secoms to have
rocoived the specific duty of "supervision of the logality and regularity

of the nctions of thce OGPUC"

NEVD

Dissatisfaction‘with tbo work of the OGPU rcpcrtedly had becn growing
over o poriod of yoars and, apporontly as o step toward its liquidation,
the Ropublic Commissariats of tho Intcrior had beon abolished in 193le
To toko the OGPU!s placo STALIN rosorted to the roestablishment, on an
all-union basis, of the NKVD (Narodny Komissariot Vnutronnykh Del) or
Pcoplest Commissariat of Internal Affairs which had existed until 1922
in the RSFSR.

The NKVD wos cstablished by a special decree of tho Central Exccutive
Committee of the All-Union Communist Porty (bolshevik) in July 1934 in

which the functions of the now All-Union Commissariat were defincd as follows
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(1) The protoction of the rovolutionary order and of
stato sccurity.
(2) The protoction of socialist proporty.
(3) National rogistration of births, doaths, marriagos
and divorcos.
(4) The protection of tho frontiers.
By virtuc of this decroe, the inteclligenco and counterintolligence organs
of the OGPU bocame the Contral Dircotorate of State Security (GUGB) of the
NXVDs Othor functions of the OGPU wore placed under other NKVD dircetor-
ates, os noted below. This decrec implied an increcasing centralization
of authority and administration, but the now organizotion appcars to have
changed little from its predecessor in personnel, mothods or scope; we
can, thercfore, judge the extent of the developmont of the 0GPU, for the
NKVD at the time of its organization is known to have been divided into
o number of directorates, among which the following were the most important:
GUPV (Glavnoyo Upravleniye Pogranichnykh Voisk ) = Central
Directorate of Frontier Troopse Responsible for
frontier control; had espionage and countorespionage
functions,.
GURKM ( Glavnoyo Upravleniye Rabocho-Krestyanskoi Militsii) «
Contral Directorato of Workors and Peoasants Militin
GULAG (Glawnoyo Upravleniye Lagerei) = Control Diroctoratc
of Comps.
GTU (Glavnoye Tyuwromnoye Upravleniye) - Central Prison
Dircctorate.
GUGB (CGlavnoyc Upravleniye Gosudarstwennoi Bezopasnosti) -
Central Diroctorate of State Security; olso referrcd
to as Gughbez and Gosboz.
From these dircctorates it is obviocus thot, as constituted, the new NKVD
represented primorily only tho OGPU under a new namos Ono cxception,
howevoer, is found in the transfor of the judicial organs of the 0GPU to
the normal Soviot judicial ngencios rathor than to the NKVDe
The first Commisar of NXVD was YAGODA, who roplaced MENZHINSKI after
his death in 1934, and who controlled all NKVD dircctorates, the powers
of which wore increased, cspocially in the casc of the GUGB; as a result
of the murdor, in Docembeor 1934, of STALIN's closc personal friend Scrgei
Mikhailovich KIROV, Sccrobary of tho Loningrad Communist Partye
In 1936 YAGODA was dismissed by STALIN and replaced by Nilkolai
Ivanovich YEZHOV, who had been prosident of tho Party Control Commission
since 1935, YEZHOV prococded to carry out o purge of GUGB in April 1937,
which was followed by other purgos, notably those of the "Anti-Sovict Bloc
of Rights and Trotskyites" of March 1938, in which YAGODA, RYKOV, and
BUKHARIN were liquidated, and the purge of the high command of the Red Army,

which included Marshals TUKHACHEVSKI ond YEGAROV, two months later.
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YEZHOV maintained his position only until 1938, whon ho disappeareds
according to mony reports, having been oither shot or poiscned for "polit-
ical rgasons." On 8 Deccmbor 1938 ho was replaced by Lavrenti Pavlovich
BERIYA, who had boen a Chokist in 1921 and who, in 1931, had bocome
Secretary of the Contral Committec of the Communist Party in Georglas
By his strongly pro=Stalinist and historically porverted I—_ﬁ_sio_r_uf

Bolshovism in Transcaucasis, written in 1937, BERIYA may well hove

strongthened his friendship with Stalin oand helped pave the road to his

appointment to YEZIIOV!s poste

NKGB

In Morch 1941 the GUGB/NKV’D had grown so importont that it was made
on indecpendent Commissariat: tho Pecoples' Commissariat of State Sccurity
(Norodny Komissariat Gosudarstvennol Bozoposnosti) or WKGB. Its first
commissar was Vscvolod Nikolayovich MERKULOV, who had been first Deputby
Commissar of the NKVD in 1938 and had beon associated with BERIYA in the
early Bolshevik dnys in Tiflis. The ncew Commissariat had o short life ab
this time for on 20 July of the same yoar it was incorporated into the
NKVD. This revorsion was almost cortainly duc to the Germen atbtack con the
USSR which had taken place o fow wecks carlior and had roised problcoms
with which o Commissariat so recontly estahlished could scarcely have becn
competent to deale In May 1943, howover, with the lessening of Germon
pressure, the GUGB again was given indopendent stobus as the NKGB, and

MERKULOV was oncc more appointed its heads

uGB

On 15 March 1946, opparently for political and propaganda reasons,
all Peoplost! Cormissariabs worce rcenamed ministrics and the KGB beecame
the MGBs MERKLUOV romained as its head until rcplaced as Ministor of the
MGB on 15 August 1946 by Vikbtor Scmeonovich ABAKUMOV, wartime chief of
countorintelligence in the Armed Forces (SMERSH). Aocording to somo un-
verificd reports MERKULOV was purged, although he also reportedly was
placed in charge of Soviet atomic rescarch undor BERIYAe Very rccontly
it was officially announced in Moscow that MERKULOV had been placod at
the hoad of o newly croated "Chief Directorate for the Administration

of Soviet Property Abroad." The oxact functions and purpose of the new
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agoney arc as yet unknown, but it is interesting to nobe thet one of
MEREULOV?s deputics in the dircctorase is Vliadimir G. DEKANOZOVy former
Deputy Minister of the MID. DEKANQZOV for many years was a high official
of the NKVD end is known to have had at least some authority in intelligonce
mattors as late as 1945 while assigned to tho NKVD.

S8ince 11 Novomber 1941 BERIYA had becn Doputy Prosident of +he Sovnarkom
(Soviet Narodnykh Komissarov - the Council of Pooplcs! Commissers, loter
the Council of Ministers), The ten Deputy Presidents of the Sowmarkom,
at tho time, cach excrecised a gonernl suporvision over one or more Commis-
sarints in addition to his own. Tho NKGB was allotted to BERIYA ond thus
he controlled, betwoon 1941 and 1946, both Commissariats, the NKVD as its
Poopleost Cormissar and the NKGB through the authority vested in him by
the Sovnarkom, On 10 July 1945 BERIYA rcceived the rank of Morshal, and
in 1946 ho bocamc a member of the Politburo, It appears that at the
present time he has_oxtonsivo co-ordination and control functions in
rospeet to the activitics of both the MGB and the MVD (Ministry of Intornal
Affoirs), although he has not officially hcaded oither agency sincc 15
Jgnuary 1946 when he was roplaced as Peoplest Commissar of NKVD by Coloncl
General Sergei Nikiforovieh KRUGLOV who had boon Deputy Pooplest Commissar

of the NKVD sincec 1939,

III. CENTRAL MGB HEADQUARTERS

As Structure

Enovm reorganizations in ‘occupiod torritories, as woll as other
foctors ore the basis for tho bolicf that since ocarly 1946 thc MGB has
boen undergoing oxtonsive reorgonization, the exact ultimate purpose of
which is not yot completoly cloar. Similarly, the exact prescnt struc-
turc of central MGB headquarters is not known with finality, bub it is
undoubtedly an outgrowth of tho trials ond errors of tho Cheka, the 0OGPU,
the GUGB/NKVD ond tho NKGB. Somo dircctoratos and scctions of the MGB
have, in the coursc of thesc yoars, remained relatively unchanged,
especially the lst Spceial Scetion which mainbains files and archives,
while others havo undergone radical changes in orgenization and functions;
for example, tho.EKU'which &cvolopod from a purely administrative organ-
ization, It is fairly ccrtain that MGB dircctorates at USSR level

cxercise strict control over their subordinate organizations on republic,
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province and district leyols. In addition to the directorates on the
USSR level, certain scctions and dirccto?atos which carry oubt execcutive
and administrative functions for thp INUy; KRU, cteca, arc also organized
on USSR level and aro indopendent, as far as tholir own administrotion is
concernod, of the dircctorates to whioh they are attached, Such scrvice
organigations are also sot up on USSR levol in a Moscow dircctorate or
conter, and subordinate scctions are subject to strict control from USSR
level down tThrough republic and province level, if not necessarily through\
district loveles Thus o section of thg lst Speciol Section, with the task
of maintaining card files ond-indicos; services KRU on USSR levol, and
submsections of tho lst Speeial Saction service KRO's on lower plancs,
Administratively these 1st Spocinl Scections and subsections aro directly
responsible to the 1st Spocial Sectlon Center on USSR level in Moscowe

At the presont time, the contral MGB hoadquarters on USSR level in
Moscow compriscs on unknown number of directorates (Upravleniyan) and scc=-
tions (Otdely)s In order to clarify thoso that are known, OGPU and GUGB
organizotions which preccded the MGB aro listod bolows The statemonts
oxploaining the funcbions of thoso orgonizations have beon left as roported
by sources, for tho rcason that not cnough material is available on the
background of the OGPU ond the GUGB to permit o thorough onalysis of thome

Whilo somo of the subordinate orgons of State Security agoncies which
preceded the MGB into the preseont LGB structure have not boen traced,
it should be noted that most of thosc scetims, with little questim,
cxlist ot the.prcscnt time in one form or another., The bulk of the availe
ablo relinble information ooncernipg Sovict State Security organs reflects
that tho major functions, purposes; and objectives of thoso organs have
continued, with minor variations, unchenged since 1917,

The following subordinate organizations of tho 6GPU have beoen reported
as constituting its contral Moscow setup in tho first years after its
ostablishmont:

i, Porsonnel Section

2e¢ Eastecrn Section

3a TR (Tainayn Regvedkn) = Secret Soctione Suporvised the life

of the Communist officials; maintained linison with the
voarious GPU posts in the USSR; kopt filos on suspects and
agents; controlled such oxpressions of public life as the
theators, mectings, otce; and combatted the activity of
the churche

4¢ Contral Registry. Kept information in dossiers against

all suspectse .
5, INO (Inostronny Otdel) - Forcign Affairs Sectione. In charge

of political, military ic intelligence outside
‘the Soviet bordorss Cﬁgi
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5o 00 (Osoby Otdel) = Important Affairs Sectione Listening post
for dissatisfoction in the Red Army and Navy and in govern=
ment officos; proteoted oni assistod tho New Economic
Policy: in charge of cconomic countercspionagce

8+ KRO (Kontro Rozvedyvotelny Otdel) - Counterespionage Scctions
In charge of overnll countoresplonage in the USSR, in the
ormed forces, and obroad.

7o EKO (Ekonomichoski Otdel) = Economic Soctions In chargo of
protoction and assistance to tho Now Economic Policy; of
combatting scbotage ond dissatisfoction smong the workors
and of cconomic countorcspionagscs

8, OPEROD (Oporatsionny Otdel) = Operations Soctione Organized
and planned punitive expoditions, made arrcsts, shadowed
suspocts end was in charge of physical security of GPU
property, supervising of prisons; excoutivo arm of the KROe

8, SPEKO (Spotsialny Otdol) - Technical Mattors Soction. Supor-
vised radio progroms, ond tolegrams loaving the USSR; was
in charge of codos, ciphers, invisible ink, otcs

10. POLITOTDEL (Politichoski Otdel) = Political Soctions In control
of nowspopors, poriodicals ond books; monitorod the telcphone
cnlls, consorcd mail loaving thce USSR,

1l. TO (Transportny Otdol) - Tronsport Section. Suporvised the om-
ployecs of the rail and water transport systems and surveilled
tourists in the USSR,

12, FO (Feldyegerski Otdel) = Courior Servico Scetione In chargoe
of tho socrct mails sorvice, diplomatic corrcspondence ond
tronsmittal of money. '

13, GUPOV (Glavnoye Upravleniyo Pogron-Okhrony Voisk OGPU) =~ Border
Patrol and OGPU Troons Hondquarters Sections In charge of
‘border control services

14, INFO (Informatsionny Statistichoski Otdel) = Information and
Statistics Sectione Responsible for the collection of
stotistiocs on the work done by all O0GPU sectionse

An undatod roport, bascd on sources whose relinbility oonnot bo osti-
matod, lists the following so-called depertments of OGFU with their sub=-
ordinatcd scotions. The terminology used is that of tho roports no attempt
hes been mado to comment on tho accurscy of tho material presentods Only
in the caso of the Forcign Dopartmont hoas matorial rocoived from this
source boon usod in the body of tho presont study, ond it is incorporated
in the chapter on INU.

1. Specinl Task Deportment (Osoby Otdol)e. Charged with super-
Vising OGPU staff activitios and conduct; carried on sur-
veillance of Communist Porty mombers, stato functionarics,
Forocign Sorvico staff and specinl assignments mado by tho
chiof of QGPU or tho Scerctory General of the Partye This 0O
wos the most influontial dopnrtment, feared by all Sovict

officinls and Party mombers; it wos divided imto the following
soctions (otdeloniya):

0e Stoto and Party Functionarios Section (0 Kadrov) - In charge
of sereoning all nowly appointed officials. Without its
approvel, no applicont could be appointed cither for a
Party post or a govornment positions

be Spocial Duty Soction (0O Spotsialnoi Sluzhby) - Hondled all
its own agont provocatours, sabotcurs, forgors, diversonts,
actions agoinst oncmy ogents, ond liquidated its own
"unworthy" agontse

oe Linison Scetion (0 Svyazi) - In chorge of all liaison betwcen
provincial or forcign OGPU units and hoadquortors in
Moscowe

SECRE _
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d. 1Museum and Leboratory Section (O Muzeys i Laboratori) -
Collected and preserved semples of various documents,
stemps, seals, codes, chemicals, photographs, forged
and resl currency, and maintained a complete library
in many foreign languagess

e, Medical Service Ssctions (0 Meditsinskoi Sluzhby) -
Hondled all medical tasks of the OGFU.

2. Counter-Espionage Department (Kontr-Rezvedyvatelny Otdel).
Tontoined similar secbions to those of the General Staff
of the Red Army, the work of which was duplicated by this
parallel system. This scotion's primary tosk was the
control and evaluation of rcports of CE ond intelligence
agents of the General Staff.

3, Internol Scerot Dopartment (Vnutrenny 0tdel)s Dircctly con-
Tootod with Tho Gontrol ond Inspection Commission of the
USSR (Kontrolnaya 3 Inspektsionnays Kommissiye CK CPSU),
and was charged with direct cortrol ond inspection and
purging of all Party members and state institutions ond
thoir employces both at homo and abrood. In charge also
of hendquarters buildings, prisons and special assign-
ment armod OGPU units known as CHON, the best-equipped
ormod force in the USSRe Handled all secretarial work
of the OGPU, the Criminal Scction of OGPU and tho Law
Seetion of 0GPUs The Internal Department was divided into:

oe Kommandoturs Scetion (O Kommandatury) - Heodgquarterse

be Sccretarint and Political Scetion ( sekretoriat i
Politicheskoye 0).

co Operative Section (Operativnoye Q).

d, Oub=of=City Scction (Inogorodnoyo 0) - Controlled the
activities of privincial branches of OGFU.

6. Criminal Scotion (Ugolovnoye O) = Charged with re-
cruiting "criminel" eloments for work with OGFU,
in addition to rogular routine work.

fo Logal Section (Yuridicheskoyo 0) - Accused of framing
meny cascs of unwanted persons which normally would
not stond beforo tho lowa

ge Counterrcevolution Section (0 po Borbe so Spekulatsiel:
Sic)l

he Anti-Spoculation Scetion (0 po Borbec s0 Spckulatsiei).

is Specinl Task Soction (0Osoboye 0) = Authorized to supecrvise
all octivities of this dopartment and handle assignments
which could not be handled by other departmentse

jo Military OGPU Units' Sootion (O Voisk OGPU or O CHON).x*

4o Special Departmont (Spetsialny Otdel)e Porformed all assignments
~Toooivod from vorious Porty and state authoritios, dealing
with governmont industrial and agricultural activitiese. It
had scctions such os:

ae  Oporative.

be Socrectariat.

¢e Industrial

de Agricultural

0. Spooial Task (Osoby 0).

§. Economic ond Financial Dopartment (EkF0)s The fiscal agont
oF OGP0. 1%t hondled oll OGPU finances which were based on
on unlimited crcdit from the USSR government and its various
entorprisos such as building, highway, roilroad, industrial
ond othor constructions whore compulsory labor was supcrvisod.
Pinaneial transnctions nbroad wero handled through various
crodit buresus, otce, and ogonts cnlled Commorsants (brokers)
who oonductod business in countriocs of their residence.
Business included niding Soviet npoturnces" to liquidate their
properties obroads purchasing stratogic matorials, acquiring
foreign currcncies, distributing counterfolt monoy and selling
or dumping Soviet preducts to fight foreign competition or to
provide moncy ncedod by the Comintern. or othor Soviet agencies

for clandostine opcgEtRxET

*Note: In paraSe & Through j "Section" is obviously a mistranslation
for "Subsection's . )
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6., Information Deportment (Informatsionny Otdel)s Colleocted
and disseminatod inlformotion both at home and abroade
Tass News Agency was undor its controls

7. Toroign Department (Vneshny or Inostranny Otdel).

8, Oporative Depertment (Oporativny Otdel), Handled all
Toutinc work of the OGPU not assignod to othor dopart-
montse It was also a sorvice department for other
dopartments, inasmuch as it prepared oaction later per=-
formed by respoctive scctions of a given dopartments
Also in charge of the so=-called Militsiya {militia or
police at home and guards of Soviet foreign missions
abroad). :

9, Easbern Department ( Vostochny Otdel)s Its assignments were
operations in Eaostern countries (Asiatic)e Agents of the
Bastern Department collaborated with Far Eastern Comintern
agents who were sotting up Comintern~patterned agents?
nets, employing specially trained native personnel, This
department was also very closely associated with the
Profintern (Red International of Trade Unions), Asiatic
section, under Secretoury LAZOVSKY. Almost all Far Dastern
Trade Unions were deeply penetrated, controlled and financed
by agents (Soviet nnd native) of this departmente.

10s Border Potrol and Defence Department (Otdel Pogronichnol
Okhrony)es This deportmentis duties comprised border patrol,
contrabond control and defense against White Russien ralds.
Border patrol units were called Pogranichnayo Okhrana and
1ts members were called "Pogranichnikis" The Border Patrol
Department collaborated very closely with the Poiitical
Department of the Red Army ond its comnanders in all border
ZONes s

11. Administration and Orgonization Office (AIOU)s Having the
Stotus ond functions of o department, this office wos
charged with the administration matters, preparation of
plans for the improvement of the services, establishment
of liaison fncilities, administrative control of temporary
personnel, etce

By the time the GUGB of the NKVD was set up in 1934 the following
subordinate orgons were reportedly administered by ity the majority, it
will be noted, had previously existed under OGIUj

le Organizotion ond Administration - Hondled the orgenization of
subordinate offices in the republics, provinces and citiese

2, Secrotorict - Handled tho most important correspondence of the
Administrations

3, INO; Forcign Department - In charge of the nctivity of the
forcign organs of the Gosbez and also in charge of the
Foroign Operations Center (S0Z) created in 1937,

4, Fconomic Department - Observation of morale among the workers
and the octivity of economic undertekingsse

5, Frontier Department - Handled frontier control, customs offices
and tronsportation of agents into foroign countriess

6. Roilroods = Supervised railroads and their highways, os well as
roilway workers ond thoir octivitioss

7. Information Department - In charge of secret agents who were
assigned to collect intelligence concerning the political
and cconomic situation within the Soviet Unione

SERET
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8e Secrct Department - In charge of lists of secret agents (Scksoty),
the equivalent of Germon V-Men and also correspondence with
Branch o fficess

9s Registry ~ Compiled the black lists of the names of the
enemics of the USSR.

10 Counterespionages

1ls Commandant Office = In charge of prisons; supervised highly
placed personalities and executed death scntences,

12, Finance,
13e Operations Department ~ In choarge of the planning ond execution
of various operatiuns, such as the liquidation of revolutionary

bands oand the suppression of the counterrevolutions

14, Political Control = In charge of censorship within and at the
borders of the USSR,

15, Religious Department = In charge of lists of ministers and
priests and supervised churchese

1684 Spocial Department - In chargo of the Secrct Intelligence
Service within the Army and the Navye

17, Oriental Division = In charge of scoret deputies of the NKVD
in Turkey, Afghonistan, Iran, China, and Indiae

18+ Dispatch Corps - In charge of the expedition ond transmission
of most socrct papers within the USSR, as well as through
diplomatic couriers outside of thc countrye.

According to a source whose rcliability cannot be checked, the prin-
cipal soctions of GUGB in 1939 are listed, with their rospective chiefs,
as follows:

lst Section GUGB - Protection of the Government (Okhrana

pravitolstva) - VLASIK

2nd Section GUGB - Sccrct Political Scotion (SPO) - FEDOTOV

3rd Section GUGB - Counterintelligence (KRO) =~ KORNIENKO

4th Section GUGB - Spccial Sections (Osobyye Otdely) =~ BOGKOV

5th Section GUGB - Intelligence (Razvedyvatolny) = Lte Genls

FITIN, P.M.

It is of interest to noto that GUGB soctions werc numbered sincc thore
is no roason to doubt that tho systom of numbering has been adhcred to
and the dircctorates of the MGB today are also numbercds The numboring
of scctions nnd directorates of the predccessor organizations of MGB
has been confirmed by soversl reliable sourcese Betwoen 1939 and 1941,
possibly at tho time of the first cstablishment of the NKGB, the Sth
Section of GUGB,mentioned above, became tho lst Directoratc of the NKGB,
ond probably of GUGB/NKVD, when the NKGB rcverted to its former statuse

Lte Gon. FITIN is bolicved to hoave remained as chief of this dircctorate

and FEDOTOV as chief of the Counterintelligonce Dircctoratce.

SECRET
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It secms to have bocome customary to rofer to the subordinate organs
of the Stato Sccurity scrvice by numbers instead of by various groupings
of tho lettoers qf their Russian nomese In the following list of State
Security organs, both tho initial and number designations will be given
whorcver possiblee It should be noted that it is difficult to tell whether
eny organizational branch is o department, o direotérato, o scction, o
bronch or o subscction, In this papor the following nomenclature will
be used: Upravleniye for Dircectorate, Otdel for Scoction ond Otdeleniye
for Subsection. A number of directoratcs or scotions have been reported
which moy no longer cxist, pcs sibly having been dropped in reorgenizations;
however, the present list has boen made up from sources of some truste
worthiness with the mim of including all possible State Security organs
as well as all organs which have possibly served State Security during
the past eipght years. It ?s probable that most of these listed orgeni=-
zations existed under WKGB, but it is extremely unlikely that they were
carried over in the form outlined in this study whon the NKGB was replaced
by the MGB, at which time o thorough reorgsnization of the State Security
gservice is believed to have takeon placeca

INU - (Inostrannoye Upravleniye) - Foreign Directorates Also

referred to as the Intolligence (Razvedyvaetelnoye)
Dircctorate, lst Directorate and S5th Directorates In
charge principally of ospionnge and counterintelligence
abroacae

SPU ~ (SekretnomPoliticheskoye Upravleniye) - Secret Political

Directorato. Also known as tho 2nd Directoratecs Its

principal task was countorintelligence against anti-
Soviet oloments in the USSR.

KRU - (Komtr~Razvedyvatelnoye Upravleniye) - Counterintelligonce
Dircchborates, Also known as the 3rd Directorate. Principal
task protection of Soviet institutions from foreign
eaplonages

PXU - (Ekonomichoskoye Upravleniye or GEU - Glawvnoye Ekonomicheskoye

Upravloniye) = Economic or Contrnl Eeonomic Dircctorates
Was in charge of counterintelligence and anti=-sabotage
work in industry and agriculture; may have been discontinued.

DTU -~ (Dorozhno=-Transportnoye Upravleniye) - Transport Dircctoratoa
Countorintelligonce in the transport systems of the USSR.

Directoratec for tho Security of Government Leaders (Russiaon neme
unknown), At one time roferred to as tho lst Dircctoratos
Protection of all important loaders.

Directorate of the 00ts (Oéobyye Otdely) or Special Scctions of

NKGBs In charge of countcrintelligence in the partisan
troopse

SEGRET
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Contral Dircctorate for CI in the Armed Forces (formorly SMERSH,
from "Smert Shpionam - Denth to Spies")s The rcincorporation
of SMERSH into MGB in the summer or fall of 1946 is believed
to have beon one of the first steps taken in the rcorgeni-
zation of IGB in order to further contralize intelligonco
and security functions within that ministrye It should be
noted, however, that while formal control of SMERSH had,
sinco 1943, rostod in theory with the armed forces, actually
SMERSH was controlled by the NKGB and MGB, inasmuch as the
dirocting persomncl apparently was completely drawn from
officoers of Stato Socurity, owing their primary loyalty and
allegionce not to the Red Army but to the orgons of State -
Security. It will be rccalled in this regard, for cxample,
that the presont Minister of State Security, Viktor
Scmeonovich ABAKUMOV, was the wortime head of SMERSH.

Partison Dirocctorato, Reforred to constantly ns tho 4th Dircctoratc.
Responsible for the organization, in cooperation with the
CP of the Partisan Movoment, of ospionage, sabotage and
terrorism in the enemyt!s rcare

Directorate of Intelligence in the Hinistry of Foreign Affairs,
Functions unclarifieds

Contral Dircctorate in the Ministry of Internal Affairse Functions
unclarifieds

Dircctorate of Intolligonce and Counterintelligence in the Ministries
of Intornal ond Forsoign Trade. Functions unclarificd,

Central Directorate for the Control of the Maintonance of State
ond Military Socrotss Functions unclarifieds

Contral Directoratc for the Control of the Purity of thoe Communist
Party. Functions unclarificd.

Central Directorates in Industrial Ministrics ond in Industrics.
(For example: the Ministry of Hoavy Machine Construction
oand the Armaments Industry)s Functions unclerifiede

Qperational Directoratcs In charge, prior to 1941, of the opera-
tional work of tho GUGB directoratess

Investigation Dircotorates Responsible for the investigation of
MGR casos and the interrogation of suspectse

7th Dircctorate of GUGB/NKVDa Believed to have beon rosponsible
for cortain ocde and ciphor procedurcs and still to oxist
in MGB in an unknown forma

lst Special Section, Maintenance of files and card-indices for all
MGB organizationse

2nd Speccial Scctione Responsible for providing tcchnical oquipment,
monitoring, otce

3rd Speciol Section. Provides agonts for surveillanco and soarche
4th Specinl Soctione Consorship,
5th Special Socctions Codese.

Informotion Sectione Rosponsible for the publication of informa- .
tion bullotins,

AKhU (Administrativno-Khozyoistvennoye Upravleniye) - Administrotivo-
Economic Dircetorate., In charge of administrativo work
for all MGB orgonizationse

SECRET
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GUK (Glavnoye Upravleniyo Kadrov) - Central Personnol Dircetoratce
Responsible for the administration of personnel for all
MGB organizatiousae

FO (Finotdol or Finantsovy Obtdel) - Finonco Soction or Officcs
Controls the finoncial resources of MGB organizotionss

Bo (Co-ordination of the MCB Espionago and Countorespionage Agencies

Beforo ana}yzing the functions and structure of specific MGB hood-
Auarters difectofatas, the importanco of countorospionage to the Soviet
Union should be emphasized and an effort made to clarify as far as possible
the hondquartors control, co~ordination ond plamning of MGB oporations.

In o general sonso, countorcspionage within the USSR encomposses
the prevention of all countofrovolutionary ond anti-state activitios on
the poart of the entirc Soviot populations. Tho principal MGB dircctoratcs
charged with this rosponsibility aro tho SPU, the EXU, and thc DTUs The
dutios of KRU, on thé other hend, are dircet caunterespionage, to protect
Soviet citizons insido and outsido tho USSR ond non-military Soviet insti-
tutions from penetretion by forcign intelli genco servicese The INU, in
addition to carrying out all of the MGB espionnge work abroad, also
&ppoars‘to have countcrespionage functiors regording anti-Soviet orgoni-
zations, groups and porsons abroad which aro similar to those of the SPU
within the Soviet Unione

It appears possible that a planning comittec for counterecspionage,
with emphasis on counterespionoge within the Sovict Union, is established
in tho Central Committee of tho All-Union Communist Porty (bolshevik)
where all roports concorning disturbances and efforts directed against the
interests of the state or aganinst tho policics of Party leaders arc
collecteda Those reports arc beliovod to como from the State Information
Burcau and the Central Office of the Socrot Information Service in the
Council of Ministors as well as from the Party organization itsclf through
the Commission for Party Conbrol within tho Contral Committees It is also
possible that this last-montioned commission detorminos the points of
emphasis for countcrospionago within the USSR and that thoe Politburo de=-
terminos tho policies of coumtcrespionage against foreign countricss Advico
from thesc officos is believed to form the basis for the orders given by
BERIYA's co-ordinating Contrul Office in the Council of Ministers, whore

the basic co-ordination of tho work of the military ond non-militory
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bronches of countorespionage is believed to be planned in regard to
defining jurisdiction, objectives, usc of personnel, and administrative

A4 oxpensess In this office opinions and exporicnce may be oxchanged between
thq'positivg intolligonce and the counterintelligonce dircctorss This
possibiiity, howevor, has not beon verificds

Rogarding high policy positivo intelligence plonning, o single roport
indicates that BERIYA hoads on intclligence subcommittes of the Central
Committeo of #hé All-Union Communist Party (bolshevik) which has the
outhority ond responsibility to dotermine the missions, strongth and
organizatioq of all iptclligonce and counterintclligence agencies; to
control the sclection, appointmont, rotation ond dismissal of all intclli-
gence ond counterintelligonce personncl; to meintain surveillance over all
porsonnel; to comtrol the flow of informntion botweon intelligonce agoncics
and from them to other goycrnmontal and Party organs; and to operate extro-
governmental intelligence, counterintelligence ond sobotage through
Communist Party channels in the USSR and abroads An important,but as yet
not completely clarified,part in these fumctions is played by Georgl
Meksimilianovich MALENKOV, Chief of the Orgburo and momber of tho Secre-
tariat of the All=Thion Communist Party (bolshevik)e. Sincce MALENKOV is
also Chicf of tho Administration of Personnel of the Communist Party, it
is prosumod that he is'primarily concerned with approval of all Soviot

25%1 Intelligence porsonnel, including the staff persomnel of the MGB.

25X1 | in addition to his other functions,

Georgli Meksimilianovich MALENKOV also occupled, directly under Stalin, a

n

position as "intelligence co-ordinator," channeling instructions to and

information from the intelligence agencies and settling such conflicts

25X1
as jurisdictional disputes and arguments over utilization of particular

agents or concentration on particular objectives.

25X1 [::::]MALFNKOV'was the head of o so-called "political section" of the Central
Comittee of the CPSU, which section was responsible for the control of
all CPSU members abroad and for certain policy liaison with foreign Come

munist Parties; a function which, for many years, was exercised by the

25X1
Executive Committee of the Communist International,

sources reported the existence within, or atbtached to,the Politburo, of an
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extremely secret control organ known as the TPK (Tainy Partiny Kontrol
or Secret Party Control)s. These sources describadthe TPK as & committée,
the members of which are STALIN, MALENKOV end BERIYA, and stoted that it
was responsible for, ameng other things, a complete co-ordination of all
intelligence offorts within end outside the Soviet Union, as well as the
co-ordinotion of foreign Communist Parties. If this group does exist as
desoribed, it could, of course, logically be composed of the three indi-
viduals namede

Obviously, in order to effcctuate the decisions of ony such organ,
some buresucratic apparatus would be necessory and there is o possibility

that ot least a portion of such necessary burcaucracy moy have boon the

political section referred to by

25X1

IV. MGB DIRECTORATES

Consideration of the principnl MGB directorates is naturally hompered
by the high security surrounding them. 4s o result, it has been extremely
difficult to compile full and detuiled information concerning them; es-
pecially the exact headquarters orgonization of such directorates os the
INU and the KRUs It appears that the directorates ond sections of the MGB
ot the present time are consistently designated by numbers; ond possibly
in some instonces by lettors. However, the numerical order of the head=
quarters directorates of the MGB has not been completely detormined as
availoble sources disagreeo. For oxample, while the INU has been described
most frequently as the 5th directorate, at lonst two recent sources have

roferred to it as the lst dircctorate.

1. INU (Inostronnoye Upravleniyo): Foroign Diroctorato

The INU has extromoly broad jurisdiction, both within ond outside
of the Soviet Union. It was founded as the INO, or Foreign Section, of
tho Cheka in 1921 by ono DAVIYAN. It is knovm that Mikhail TRILLISSER
directed its activities for o numbor of years, exoreising powerful and
opporently able influonce on its growthe Originally, the principal purpose
of the INO wos to goin military, naval, political and oconomic intelligence
concerning foreign countricse By the time tho Choka had bocome the OGFU,

the main functions of the INO, in addition to "rogular routinc work," were

reportod |to include tho following: 25X1
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Proparation of favorable conditions for the subscquent
work of diplomats.

Co-operation in tho Comintern's underground work.

Active participation in the oliminationy often called
"oxtormination," of encmios of the USSR, both internal
and oxternale

According to the same sources, INO under OGPU was subdivided ade-

ministratively into sections much os were othor diroctorates of OGPUe. In

oddition to o sccrctariat, o special task section, an operative scction

and finance and cconomic scctions, INO also had tho following scctions

assigneds
De
be
Ce
de

Ca
f‘

Special Intclligonce Section (Spetsialno-Razvedyvatelny
Otdol)e

Political and Propagonda Soction (Politicheski i Propa-
gotsionny Otdol).

Pross Section (Otdcl Pressi).

Lianison and Courier Scction (0Otdel Svyozi)e

Deccption Section (Diffamatsionny Otdol)e

Recruiting Section (Verbovochny Otdel)s

|the INO=OGFU in Monchuria, some 29X1

yoars oago, had the following functions: to carry on all underground work

omong Russion emigrants; to propagondize Communism among the Chinese; to

orgonize plots and strikes; and to form underground units and Chinese

Communist bands, Both this and other sources agrec that there was o close

co=ordination botween INO and the work of the Comintorn throughout the

world; in fact, the rathor swecping statement is madc that "Comintern

activities! notwork throughout tho world was pattornod ncoording to the

INO=-0GPU sotup, espocially socurity, travel ond liaison matterss" Units

of INO~OGFU sections are claimed to have been attached to every Soviet

foreign ropresentation abrood, ond the INO "workod in co-operation with"

25X1

the Commissarints of Foreign Affairs, Foreign Trade, Finsnce, and Heavy

Industry. In addition, |

Pndorground work of the Comintern and of Red

Army Intelligence was corried on under the direction of INO-OGFTT.

The only available information on how the INO was represented

abroad in the early yoars was roceived from o source vhich listed eight

specinl districts of INO in 19233 these districts, reforred to as "resi-

dence places," wero located in the following aroas:s Gormany, Swoden,

Englond, Turkeston, Bulgarin, America, Finland and China, Tho districts

hod so=-colled subdivisions under the arcas as follows:
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Germany: Austria, Czechoslovokia, Switzerland.

Swedon Denmork and Norway.

Englands Fronce, Italy, Bolgium, Holland and apparently
their colonies. :

Turkestan: India, Hinduston, Porsio and certain British
and Dutch colonicse

Bulgarias Rumania, Turkey, Groece.

Amorico: Australine

Finland: Esthonia, Latvie, Lithuenia end Finlonde

Thina: Jopan

The nbolition of the OGPU and the estoblishment of tho NKVD saw
o chonge in tho functions of INO, which bocame the INU under tho GUGB/NKVD,
only in that they worc proodenod ond decpenod, The primary INU cspionoge
functions of gathoring political, cconomic, tochnical, naval cnd military
intelligenco in foreoign countrics remainod, but the port played by the INU
in the nctive struggle agoinst non-Sovict orgonizations of all types was
oxpanded greoatly and the directorato nssumcd oxtonsive surveillance functionss
In this respoct it will bo notod thot INU and KRU scom to overlap in their
work outside the Soviet Union. No full clarificotion of the exact rela=
tionship of thoso two diroctoratos: is available, nor con it bo dofinitely
stoted that all operational intelligence outside tho Soviet Union is
controlled by INU, or that KRU, for o xomple, maintains its owm chamnels and
its ovn operationss On tho basis of the date available, it appears most
probable that KRU operations abroad orc conductod ocither by INU or through
INU chonnels; it is intoresting to notc that o number of cascs havo boen
roporbed where operations, tentatively ostablished ns being under the cone-
trol of INU, were concernod with countorintelligonco objectivess These
would appoar to be within tho provineco of KRU, ot loast if wo are to aoccept
the various deolinoations of KRU functions end jurisdictions which are
.uvailable.
The INU is roported to have corried out the following functions
during its history and may well be rosponsible for thom today.
oe Attompts to control and koop under surveillance all
Russion omigre organizotions and all anti=-Sovict
orgonizations outsido of tho USSR, ineluding Meuwshevik
and Trotskyite groupse
b, The surveillance of all Soviet citizens abroad, cspccinlly
mombors of the Soviet diplomatic and tradc missions.
ce Tho dissominotion of sccrct political propagonda throughout
the world in ordor to croatec conditions favorable to tho
growth of Communism, ospecially by inciting discontent
and dissatisfoction.

d. Tho support of Communist partios under porsccution
abroade
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oe The direction of subversive ond sabotage activitios
outside of the USSR and the organizing of strikes
ond revoltses
fo The recruiting of forcign government .officials for
“agont work, propaganda, cbtec; instigating through
such recruits changes in government staffs and
agencies for the advantage of tho Soviet Unione
go Attempts to subordinatc the Greck Orthodox churches
abroad to the Patriarch of the Soviet State church
and %o penctrate the Roman Catholic church through-
out the world for purposes of positive and ¢countor
intelligonce.
he Tho execution -of reprisals, including assassination,
against members of Russien emigro organizations,
against members of anti-Soviet political groups
and against outstanding anti-~ Soviet personnagese

The INU has been very succossful in preserving the security of
its operations., Seldom has 1t becn possible to prove definitely that
o specific Soviot ospionage operation sbroad wes under the direction of
INU: in such instences where it has becn possible to cstablish this,
it has been proved by a defection or penctratione INU operations abroad
are characterized not only by meximum sceurity, gut by careful planning,
tenacity, and extreme paticncce It is not unusual for high quality INU
operctions to be prepared and built up vory carefully over ; period of
yvears, with no immediotc results for long poriods of times Character-
istic of iNU opcrations nlso appoars to be a policy of using one country
as a basc for operations against another; for example, the frequent use
of Franco and Switzerland during the 1930's as basecs for intelligenco
oporantions into Germeny and the consistont use of the West Coast of the
United Stotes os a staging base from which to mount intelligence operations
against the Oriente USually'in such INU operations thc porsonnel concerned
are not in any way implicated in oporotions against the base cowmtry.

For the carrying out of thc responsibilities outlined above, the

INUs operated

through the following scctions:

Operational Secction: Planned and directed the work of the INU,
including, in conjunction with the Special
Section doscribed below, all esplonage organse

Spccial Section: Believed to have worked in collaboration with
the Operationnl Section in directing and con-
trolling ospionage networks from headgquarters
sct up in all parts of tho world; possibly
collaborating with an Agont Scction situated
in Mos cowe
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. T Soction:

Records Section:

Personnel Training

Scetion:

Informotion
Seotion:

Press Scction:

Radio Scction:

Collation of In-
formation Group:

Consular Section:

Militory Attaches
Sections

Forelgn Trade
Section:

Finance Section:
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Responsible for all INU communications, chicfly
maintaining contact with all espionage organi-
zations and oll agents of impor tancee

Mointained all the rocords and card-indiccs of
INUs. A cord-index of overy INU agent network
was kept, includiag o file for all the pcrmonent
cgents of cach notiworke It is belicved that a
card-index of potential agents and informents
was maintaincd alsos

Rosponsible for the training of all UNU officials,
staff, and for most of its agent porsonnels. The
latter wero traincd either individually or in
gpecial study groups. Porsomnel training soction
controlled the INU Study Center and persomnel
were trainced in spceial facultles by certain
schools and institubes, such as the Highcr Diplo=-
matic School of the Soviet Union, the lst Moscow
Modical Institute, the Soviet Industriol Academys.
Training in special short courscs was clso given
when nccessnrys. For cxamplc, a silkworm brecding
cxhibition was to be held in Paris in 1937 or
1938, Allcgedly INU decided to usc the cxhibition
as o cover for agents, and personncl therefore e
underwent an intensive short coursc in silkworm
brecding prior to leaving for Pariss

Issued intclligence bulletins o the work of the
INUs DNo information is available as to the
froquency of thesc bulletins, their cxact con=-
‘tent or tho distribution list.

Carricd out a systomatic cxomination of the press
of all nationse.

Studied forecign radio broadcasts.

Recoived, chocked, collated and filed by countrics
and dopartmonts cll material obtoined by the
various cspionage networks. Tronslation,; photo=
graphic, drafting, dcciphering ond other officcs
scrviced this groupe

Mndc usc of Soviet diplomatic channcls for the
acquisition of intclligence and cither carried

out CE work for KRU or provided cover for KRU
agentse Mombers of the Conmsular Scction of INU
arc said to be active in cvery Sovict cmbossye

It is possible agonts of this scction supcrvised
the work of diplomatic ropresentatives quite apart
fromn any connection with KRUa

Allogedly supcrvised the work of Sovict Military
Attaches.

Reportudly chocked on tho work of all Sovict
Trade IHlissions abroad, using them also to screcn
espionage and propagando activitye.

Reportedly conducted all INU finencial matters

and controlled large bank deposits in foreign
countries. Deposits were credited to trustworthy
"dummies" and built up by the following methods:

In purchasing goods abroad, the USSR would offer

to pay & sum in eoxcess of the price asked; providing
a portion of the excess sum be credited a specified
account in a specified bank; ie, the dummy account.
Operating through the NKID, the INU would direct
the buyer of goods exported from the USSR to pay

e portion of the price to & specified individuale
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Adnministrative and Responsible for all ordinary INU administrative
Keconomic Jection: functionse

Personncl Section: In charge of personnel administration, the main-
tenance of records and the recruitment of
poersonncle

In addition to tho abowve, geographically divided scctions referred
to by this source as "soctions for various countries" controlled networks
of indepoundont agents operating in various countrics. Headquarters werc
belicved to be established either in the cowntry in which espionage was
carriod on or in tho Soviet Union ncar the country concerncd. For example,
the scotion dealing with Turkey was belicved to have had one headquarters
in Odecssa, another in Batum and still another within Turkeys The scction
dealing with the Far Fast was beliovod to have headquorters in Khabarovsk
and Vliadivostoke

Aveiloblo information indicates tho oxistonce of two additional

offices charged with procurement:s tho Special Supplics Office and the

Material and Tochnical Supply O0fficce, Inadequate information on the first

indicates it may have provided material cssontial for the carrying out of
bsecret espionage work ond scrved only INUe. The sccond, which apparcntly
provided for both MGB and MVD material and boechnical supplios, 1s beliecved
to hove had depots in all gities where there werce INU headquarters.

We are not able at the prosent timo to delinente authentically and
in dotail all of tho information ébjoctives of the INUs It is known that
the INU is almost completely omnivorous in its scarch for informotions
Genorally, it is intercsted in all informotion which by cny conceiwvable
strotch of the imagination affects the security of the Soviet Union or
which concerns the military, cconomic, sociological, or political potential
of any other countrye

2. SPU (Sckretno Politicheskoyc Upravleniye): Sceret Political
Dircctorate

The SPU, believed to be the 2nd Directorato of MGB, has boen called
the dircct heir of the earliest Bolshevik sccret police; of all MGB dircct-
orates the SPU comes closest to the original primary purpose of the Chekas
the combatting of counterrcvolution and sebotage within the Soviet state.
SPU was originally crcated to guarantce completely the political solidarity

of the Communist Party, and its purpose was to secck out and eliminate within
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the Party any signs of opposition constituting a threoat to the rogime. In
cascs whore thesc signs wore no morc than tondencies of schools of thought,
it was the responsibility of SPU tb study them closely and to be able to
report on their potoential danger; most of SPU's attention was thercfore
focused on tho Party. In addition; the SPU had the subsidiary task of
keoping a closc watch on rcligious activities in the USSR; this was dcomed
necessary because the Communist Party foored and distrusted the development
of any political, socinl or spiritual body which it could not dircctly
. controle

It may be said that the SPU today is concorned with crushing all
olemonts within tho USSR which arc hostile to or presumed likeoly to become
hostile to the rogimos This may be coutrasted sharply with the purpose
of KRU, the Counterintulligence Dircetoratc of MGB, which is to protoct
Soviet institutions from penotration by forcign powers. In caseo whore
there werc signs of only hostile tondeuncics in certain groups, it was
the rospénsibility of 8PU to kcep closo tabs and roport or thome In all,
the SPU maintaing a densc nct of agonts to koep undor surveillonce and
to combat not only all clements of the population suspected of being anti-
Sovict, but also to watch illogal partics or groups, notional minoritics,
the clergy, the intolligentsia, all cultural institutions of the USSR, and
ﬂwcwﬁﬁnmwm.mmmmﬁbmq The SPU represents tho Communist Party
authority in thc govoernment for the supervisicn of political attitudes;
in other words, supervisioﬁ down to the level of the private life of overy
Sovict citizena 25X1

Tho structuro of the SPU ot the USER lovol is roportod:l

to have inclhided the following sections:

25X1

Operational Diroctly rosponsible under GUGB to thc chief of

- “Scction: SPU, or to his deputicse The Operational Section
orgenized and dirceted all the activitics of the
SPU, working with the political scections described
bolow, which worc in o position to give export
advicce The Cperational Scction issued its orders
after studying reports prepared by the operational
sections of lowor formations of SPUe Therc wore
five types of such roports:

ae Poriodical rcports (when thc situntion demesnded)
N be Ton-day bullctins,
ce Monthly rcportss
de Quartorly roportse
e Ycarly roportse
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All reports from provincial operations scctions

of the RSFSR werce sont directly to the Operational
Sectiqn, SPU. Reports fron provineial operational
soctions of ordinary ropublics would first of all
be sont to the Operational Section at Republic
level, and from there, if of sufficiont importance,
would be forwerded to the Operational Scctiun,

SPU, Moscovie

When the Oporational Scection ordercd the arrost

of a person reported as a potential threat to state
sceurity, ho would bo impriscned pending investi=
gaticn of his case by the Investigation Secticn,
or, at lower lovels, by tho investigation sections
of rcpublics or provinccss No information on how
this soction conducted its investigations was
avoallable to sawurcoe

The task of this soction was to spy on all the ac=
tivitios of the various party orgonizations, com=-
mittees, offices, ctcs, down to and including
province levole. This work was done by sccrot agents
who maintcined surveillance of the members of the
Central Committecs for republics, provinces, otce,
as well as of the members of all organizations and
branches under the Party Contral Committcos. Agents
roported on individual "recalcitrants" as well as

on the general political tenor within the Party.
Whon ncecssary, the Secrot Section passed this
information directly to the Operational Scetion,
which, advised by thc Political Scotion, decided

on necessary action,s Although no further infor-
nation is available on this scotion, a dircctorote
of the MGB has been mentioned ~ the Central Dircct-
orate for the Control of the Purity of the Comrmunist
Party - which moy concoivably have developed from
the Sccrot Section.

Mointained all reccords and filos of the varicus
scctions of SPUs The chief card-indices werc as
follows: (a) Card-index for all Party mombers

who at any time had bocn mombors of other parties,
which was divided into two groups: an active group
containing particulars of peoplc under obscrvation
by 8PU, and a passive group conbaining those who
were not actually being watched by SPU; (b) a card-
indox of all religiwus officials, both of the
Orthodox Church and of any other rcligious
organizationse

Responsible for all communications,

lUaintained tho files of all SPU employocs and dealt
with administrative porsonnel problems. On quostions
relating to important members of the staff and o
training of personncl, the soction maintained liaison
with the Perscnncl Directorate at the Center; it is
possible that the Personnel Section traincd SPU
omployeos in spocial subjocts within the limits

of SPU works

Theso scctions mode an cxhaustive and detoiled study
of all political movements and schools of thought
within the Party which tonded to doviate from the
central policye Each scotion carried out roscarch
into o separate movoment and cstimated in what
measurc it constituted a threat to the rogimes The
political dangor of ocny movement or of any rcac-
tionary group was thon discussod with the Operationsl
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Section and a plan of action mutually evolvods
The plon had tc be approved by the Contral Com-
mittee, but its claboration and cxecution werc
the respunsibility of tho Operational Sections
As specinlists in this ficld, tho Political Sec-
tions of SPU had to kocp the Politburo and the
Contral Party Comitbee continually informed as
to tho oxact position and the potential threat
of cnch movemont under studye In addition to the
Political Scctions above mentioned, other scctions
oxistod which had the task of studying and roport-
ing on religious movoments within the Orthodox
Church and other soctse

Tilcs on surveillance of individuals in the USSR arc maintained
in co-operation with tho lst Special Scction (Spetsotdol) described belowe
A notcbook or registry of supcr%ision is kopt on evory suspoct persone If
the suspect moves, his registry book follars ond is mainteined by the 1st
Special Soobions in the new district. This activity is called "preparation
of the suspootod porson and it has boen cstimatod that between two and
threc per ccnt of all persons in tho Suvict Union are at all times under
"oroparation.” The lst Special Soctions maintain, in gonoral card files,
0ll data on onti-Soviet and enemy cloments brought to light during the
existence of the Soviet organs of State Scourity; included are full factual
infornativn about the persons, the dispositions made of them and the whore=-
abouts of the rocords concorning thom.

It is knownthat scveral catégorics of groups have been of parti-
cular interest to the SPU and thus subjcot to intensive surveillance and
study. Thesc groups have includod nationnl, social, and recligious groups,
political factions of all types, ond cultural orgonizations., In foct,
the peneral surveillance of 0ll clemonts representing o throat or cven a
potential threat to the sceurity of or the policics offectunted by the
regimc is onc of tho primary functions of the SPU. It appears that the
SPU particularly concernod itsclf with doviation from the gtalinist line
ond succossively survoilled ond prosccuted the members of various dissident.
units within the CPSUs It oppears probable that the purges and the trials
which followed tho alloged assassination of Sorgei M. KIROV in Leningrad
in 1934 wore conducted ond stoged under the suporvision and control of
the SPUe

SPU has long carriocd on surveillance of the Russion nationalist

minoritics, the Goorgians and other pooples of the Caucosus and
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particularly the Ukrainimns., In the religious category, not only the

Orthodox Church but also all Russion religicus scets arc under tho cone

tinuous surveillance of SPU, the SPU 25X1

directod the campaign agninst religion which roached its hoight in the
loto twentios; this compalgn dicd dowm in the thirtios as, poerhaps, it
was found to be defeating its purposcs The SPU undoubtedly mointains
surveillance over the sctivitics of all cultural groups and institutions,
including cducational, and of the so-called intelligontsia, primarily
artists, writers, actors, otcs, It is boliocvod that SPU agont notworks
aro established in the Xolkhezes and Sovkhozes in ordor to obbtain infore
mation on the attitudo of tho poasantse It may bo presumed that the
program of liquidation and oxile of the kuloks was carried out under the
direction of SPU,

It is difficult to delineato exactly the respective jurisdiction
of SPU and KRUe Both directorates, of coursc, arc primorily conecrned
with counterintelligenco. It appears that tho greatest distinetion
botween thom is that the SPU is mainly concerncd with clements, groups,
or catogorics of porsons belioved inimical or pos sibly inimicol to tho
rogime, while KRU is mainly concerncd with specific operational counter-

intellipenco and counterospionage probloms.

3s KRU (Xontr Rezvedyvatelnoye Upravleniye): Counterintelligence
Directoratg

The XRU, also referred to by several sources as the 3rd Directorate,
is primarily concerned with Operationel counterintelligence and has had
the following responsibilities:

te Protection of the Soviet population and of all non-
military institutions in the USSR against the
activities of foreign agents,

be Protection of Soviet diplomatic missions in foreign
countries from the activities of foreign agentse

Co Counterespionage abroad; that is, to combat foreign
intelligence services at their source and to attempt
to identify foreign targets and agents before the
start of actual operationse

de Surveillance of other Soviet intelligence services!?
personnels Such personnel reportedly are under KRU
surveillance within the USSR and abroad snd are
scroened by KRU upon their return from abroade

The KRU and its subordinate offices are set up on all levels of
the MGB structure, It is bolieved that tho designation "3rd Directorate"

is applicd to KRU only at USSR lovel - that is, at the Center in Moscow -
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as its responsibility is for the entire territory of the USSRe It is
probable that in the various republics, provinces end districts the terms
KRU and KRO are in uscs All these KRU offices have the common respmsie
bility of doing CE work within the Soviét Union; CE activities abroad
reportedly are almost exclusively directed by the XRU on USSR level. In
jgolated cascs, KRU's subordinote sections in republics and provinces have
reportedly sent agents into adjoining countries, but such agents seem to
have been reostricted to the border zoness One source states flatly that
no district state security organization ever becomes concerned with
countorespionago worke The same source infers,’ from the directoratets
main responsibilitics, that thore are two major divisions within KRU.
One division is believed to be for countorintclligence in the interior of
the USSR, snd tho other, subdivided by countries, for counterespionage 25%1
obroade This information is substontiated to some extent by[:::::::::]
who, while unable to give any information on CE activities outside of the
Soviet Union, explaincd the KRU of GUGB as consisting of operational,
investigation, rccords, communications, personnel ond odministration
sections plus o Special Section for KRU. This Special Scction was belicved
to maintain close liaison with tho Operational Seotion and to supply it
with whatever operational resources it requireds It reportedly was divided
into special equipment soctions, operational groups and o reserve or pool
of NN or external surveillance agonts for ony KRU scction handling field
observation of suspcctss In addition to agents supplied by the Special
Section mentioncd above, an Agoent Soction was responsible for dircoting
the work of CE rosident agonts in the USSR down through province level;
. information received from the Agont Section's notworks being passed to
the opcrational scctions.
Whethor KRU opcrations abroad arc separate ond distinct from INU;
whothor thoy are conducted through INU channels; whether they are con-
ducted by INU personncl; or whether they are cefrisd out by KRU personnél

assipnod .bo~serve INU. installations abroad, wo arc unable to say, although 251

efforts have boon mode to clarify this quostion througﬂ

-
25X1 [:] ovailable sourceose As noted above in the scetion on INU, it is con=

sidered most probable that the majority of KRU operations abrond aro run
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through INU channels, although there are some indications that in certain
instences State Security personnel engaged in extremely secret counterw
intelligence operations abroad mey have had no connection with any other
Soviet intelligence efforts in the same arce.

It must be emphasized that KRU enjoys the greatest co-operation
in its work from all other Soviet intelligence sagencies and government
offices, whether in CE work within the USSR or CE activity asbroade German
documents state that KRU, in preventing espionage and counterespionage
within foreign missions in the Soviet Union, used the following means:

2e¢ A broad agent net among the foreignors resident in the
USSR who have any sort of connection with their
countryts diplomatic corpse

be A net of agents among the employees of consulates,
embessies, commercial delcgations, etce

¢s Usc as informents of persons who have connections
with employces of consulates, etce

ds Special informers, both foreigners and Soviet citizens,
supplied with "legends", try to penectrate missionse

@e Apents of the 3rd Special Section, co-operating with
XRU, carry on a watch over all foreign agenoy
buildings and the visitors to these buildings.

f« Agonts of the 3rd Spccial Scetion, co-operating with
KRU, also keep o watch over any persons identified
as or suspected of collaborating with the staffs of
foreign missionsa

ge¢ Use of listening dovices within the foreign agencyts
buildingse This work is carried on by members of
the 2nd Special Section who supply and operate the '
nocessary technical equipment.

he Consorship ond control over correspondence of foreign

: agencies and decoding of coded messagcose The cone
sorship functions were the province of agents of the
4th Special Soctione A 5th Spocial Section has been
mentioned as rcsponsible for code work, although this
function has also beon attributed to a 7th Dircctorate
of GBGBs ' - - . : S

In ocarrying out its foreign activitios the KRU apparcntly maine
tains a much broander liaison than cven tho exccllent linison with spocial
sections indicated within the USSRe KRU maintains limison with INU,
SMERSH, MVD, MID (Ministry of Forcign Affairs), and Soviet organizations
with internationgl connocetions, such as repatriation committecs, staffs
of Soviet liaison offices, ctos

[::::::]experiences gained beforc and during World Wor II indicate
that important KRU objectivos abroad are to gathor information on foreign
intelligence services, to atbtempt the subversion of those whose work is
dirccted against the Sovict Union and to gather information on all foreign
CE services, with particular omphasis on their mothods of preventing

Soviot penotrations The groundwork of the CE missions of the KRU is laid
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through systematic evonluation of all facts rogording foroign intelli-
gence ond CE services, oxtractcd from the sbatoments of Soviet foreign
agents, from documents end from all other sourcese According to one
source the primary Soviet aim in this rogerd is subversion; ie.cs, a
greater interest in the personncl of foroign intelligence scrvices

than in their organizationses Special investigation files are made up

on cach individual subjecct and arc kept by the lst Spccial Scction,
probably on USSR leveles Reports are rcccived not only from principal
agents but also from masscs of seocondary ageonts in foreign countries

who try to ascertain the existonce ond location of intelligenco units,
agent schools, etce For oxomple a mothod of gaining information which
supposedly has proved offectivo and which is known to be widely practiced
is for on agont to provoke by intentionally suspicious behavior his arrcst
and interrogation by a forcign intelligence scrvices, Thus the agent
contrives to learn which agency interrogates suspected agents, the mcthods
used and the identity of intorrogating personnels By his subscquont
conduct, which is part of a previously devised plan, the agont can fre-
guently effoct his rclonse.

Sovict countorintelli gence activity in foroign countries is known
to have been consistontly concernced with groups actunlly or potentially
anti-Sovict, as well as with clements active in the political 1ifc of the
countriocs involvede Considorable information is availableo reflecting
the use of vafioﬁs minority organizations; as woll as the utilization
of all officlal Sovict roprdsontotion for cainterintelligense nurposcse
For examploy the Socioty of Friends of the Sovict Union in ilunich recently
was roportoed to have roceived, through o camouflaged outpost of the MGB
in Weimar, instructions to detormine the residonceos, finoncial circum-
stancos, aﬁd contacts of all Soviet citizecns in tho arcn. KRU agont ncts
roportedly permeate the organization of the CPSU, as woll as all official
Sovict missions sbroads Characteristic of KRU working mecthods, allegedly,
is thevplanned ponctration of all anti-Sovict organizations abroads For
oxample, pcnotration of the Vlassov Army rcportedly was a specinl ob=

Jective of the KRU,
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The assumption has becen made by one source thaet at the end of
the recent war, tho emphasis in KRU counterespionage activities was
re-dirceted against the "United Stetos arca" and the British Bupirce
The chief aim is said to be tho elimination of all forces which could
be made useful to the intclligencc sorvices of thesc nations and whichr
would strongthen the United States and Great Britaine This, of course,
would be in perfect agreement with other knowm Soviet policy changes

after 1945,

4. EKU (Ekonomicheskoye Upravlgniyo): Economic Directorate

The EKU or GEU, as lato as 1940 was definitely a directorate of
the NKVD; at that time it was charged with onti-sabotage work, counter-
intelligence supervision and, possibly, cfficionqy control of all in-
dustrial and commercial undertakings in the USSR, as well as all such
undortaekings by foreign nations oﬁ Sovict torritory. It is possible that
EKU exists today under the MGB; but it is morc probable that, as a
devclopment from the EKU branches for various industries, economic direct-
orates for those'industrios have bocn set up under MGBs This development
is probable inasmuch as EXU branches gxistcd to carry out the work of the
dircctorqﬁe in the Armaments Industry, thc Heavy Mechine Construction
Industry, the 0il Industry, the Food Industry and others, and the hoad-
quarters of the MGB at the present time appcars to contain scparate
dircetorates concerned with major industrial fields. It is also probable
that many of the functions of supervision over industry,which at one time
were oXercised by this direoctorate, may at the prosent time bo within the
provi.se of the MVD rathcr than the MGB.

Our[:::::::::]source of iﬁformation on EKU of the NKVD,[::::::::::]
has given the following explanation of tho formation of the EKUs 6 lock
of fully qualified technicians who worc also convinced Communists compelled
tho Soviets to resort to cmploying politically umrcliablo specialistse
Such persons, as well as the general run of managors of factorics, indus-
trial projeéts and agricultural communitics, had, from the Soviect point
of view, to be watched closely. It was also necossary to moke absolutely
certain that the industrial and agricultural policics of the govornment

were strictly obsorved and that there were no doviations whatever. During
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the 1930%s, at the time of the cxpansion of the Sovict wor industrics,
it was considered cssential to have an organization capable of safo-
guarding the secrecy of the Soviet military proparatims and to check
leakagoe of information concerning the type, quantity and potential of
armaments and munitions being maonufacturcd.

The same source has provided the following summory of the tasks
of EKUs The Dircctorate was rosponsiblc for leading the struggle against
coconomic counterrovolution, circumventing cconomic rcactionaries, proventing
sabotage, ‘end surveilling all personncl in industrial plantss It also
safoguarded the security of all military and defonsive branches of industry,
controlled the oxecution of govermment policy in 0ll branches of industry
and agriculture and dirccted oncrationally all troops guarding important
munitions factories.

The central apparatus or headquartcors of EKU consistod of a scries
of dcpartments and branches, which, under the dircction of the operational
department or scetion, organized all work of EKU and administerecd its sub-
ordinate bodicse The contral headquorters were split into two divisions:
(a) The Opcrational and Administrative Division which was concerned with
the top~locvel organization of EKU as o whole, and (b) Tho branch departments
ond sections, each of which was rosponsible for a separate industry, its
work in oach casc confincd to o singlc sphercs

The Operational Scction was responsible for the planning and
direction of the work of all branches and departments of EXUe It received
all roturns and rcports from industrial branches, sections of the central
headquarters and operational scctions of the lower levcel organs of EXKU
(at rcpublic and province levels = EKO, cxcopt in the case of the Ukrainian
S8R, which was an EKU)e

A1l material thus recoived was studied by the Operational Scetion
and suitablo action was taken in the form of dircctives to other organss
In espceinlly important quostions the Opcrational Section would submit
proposal;, for approval, to the Industrial Department of the Central Come
mittce of the Communist Partye Tho Oporafional Section issued ordcrs for
2ll soctions on republic, province and district levels, and it was,in
addition, rosponsible for the oporational direction of the NKVD (now MVD)

troops guarding factoriocs; although administratively thesc troops wore

SECRET

Approved For Release 2006/07/17 : '?ZEfA:R DP83-00415R001100030012-2



Approved For Release 2006/07/17 : CIA-RDP83-00415R001100030012-2

SECRET

subordinated to GUMPVO NKVD (Glavnoyé Uprovleniyo Mostnoi Protivo- -
Vozdushnoi Oborony - Local Air Raid Defenso)e

Thore were four catogories of industrial conecerns guarded by
these troops: armaomont, defense industry, heavy industry and oxperimental
factories, and workshops and laboratorics working on military rescarchs
Tho chicf of the Operations Section was senior to chiofs of all othor
scetions in EKU. Invostigation, reccords, communications, personncl and
other service secctions wore set up undor EXU in a manncr similar to tho
orgonization of othor dircctorates.

Of especial intorost in EKU was tho Technical Consultation Board
which consisted of highly quolified reprosentatives of differont spheros
of industrys This board made rulings on all types of special technical
problems arising from trials of cases under investigation and could be
consulted by all the organs of EXUs A local EKU-EKO office which required
a decision of experts on eny metter would refer it to the Technical Con-
sultation Board which had its headquarturs in Moscowe If necessary, an
expert would be sent to deal with the mattor on the spots

Departments or sections of EKU dealing with specific industrics
are listed below. Each department deelt solely with its own industry;
for example, the EKU Department for the Aircraft Industry dealt only with

factories and orgenizations forming parts of the NKAP (Pcoplos® Commisseor iat

for the Airecraft Industry). |EKU dopar-tments for

the following industries in 1940«1941:

8¢ Dopartmont for Ferrous letallurgy.

be Department for Non- Ferrous Metallurgy.

ce Section for the Electrical Industry.

do Department for Eloctric Power Stations.

€. Departmont for the Peoples! Commissariat of War Supplics,

fs Department for the Peoples! Commissariat for Munitionss

ge Departmont for the Machine Building Industry (dcalt with
the Peoples! Commissariats for Heavy, Medium and Light
Machinc Building).

he Dopartment for the Pooples! Commissariat for the
Building Industry,

i« BSection for the Celluloid and Cotton Industry.

Je Department for the Home (Houschold goods?) Industrya

ke Dopartment for the Food Industry (Food, Fish, Moat
and Dairy Indusbrioes).

1. Department for Light Industry (including the Textile
Industry).

ms Scetion for the Timber Industry.

ne Departmont for Agricultural Economy (Peoplcs! Commis—
sariats for Agriculture, Grain and Cattle Breading,
Statc FParms).

0s Section for Shipbuilding Industry.

Ps Department for the 0il Industry.

9« Dopartmont for the Alrcraft Industry.
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Special departments and units of this directorate reportedly
cxisted in all armament ond munitions factories and in a majority of
important indusirial concerns. The porsommnel of these departments and
units allegedly was mode up of regular NKVD employecs or in smaller con~
cerns from volunteor, trustworthy workers. Although thesc spoeial departe
ments were originally o part of the factory's orgenization, they report-
edly wero oporationally controlled by tho appropriate industrial departmont,
section, or ropresentativo in the locel provinecial or territorial EKO.

The task of such spccial departmonts were:

ae To wensure tho political reliability of all workers and

to determinc immediately any signs of anti-Soviet
activitys.

b. To direct operationally the guarding of the factory

by NKVD porsonnol and to tako reasonable firo pre-
vontion precautions as well as to control entry
into and exit from the factory,

ce To seo that the factory fulfilled its production quota.

d. To secc that factories having or operating under o

mobilization plan adhorod to tho plem and wore roady
ot any time for mobilization.

6. To maintain sccurity and sccrecy in factorios of military

importancoce

It should be emphasized that tho above informetion, which is
pbelieved accurate, concerns the poriod when EKU was operating as an HKVD
diroctoratc, We cannot definitcly ostablish the prosont oxistonco of on
EKU/MGBQ and it is considorod possible that functions proviously cxorcised
by this dircctorato are prosently belng ovxercisocd by cortain specific
dircectoratos of tho MGB conccrned with intolligence and, porhaps to an
extont, sccurity in major ficlds of industrial cffort. It is also possible,

as notod above, that coertain supervisory functions may prescently be exer-

cised by the MVD.

5, DTU (Dorozhno-Transportnoye Upravloniye)s: Road Transport
Diroctorqﬁi

The DTU, prior to its obsorption by the NKGB in 1943, appoars to
have boen an organ of the NKVD with, as far as our sources show, no formal
subordination to the GUGBs It is belioved now to be o directorate of the
MGBe Very little information is available to us on DTU at the USSR levele
It apparently oxercises counterintelligonce supcrvision of the sca, river
end roilway tronsport systems of the USCR. DIU's responsibilities probably
include scourity measurcs to safcguard all militery end non-militory cargoes

in transport, dircction of the work of tho LVD railway militia braanches
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and control of civilian travel permitse |at roilway

torminals, ports and other transportotion centers carry on the neccssary
surveillence and arc rosponsible to DIUt's subordinate orgons. The DIU
roportedly controlled and supcrvised tho cxccution of plans by transport
offiicoesy ineluding tho preparations of all treasport orgonizations to
sffectuato mobilization plons.

The oxtent and nature of collaboration between DTU and the other
dircctorates of MVD and MGB is not complotely clecar but it can be assumed
that there is active colloboration with the VD militia in regoard to trans-
port ond to the transportation of all Soviet agonts from intclligonce orgon-
izations across thc Soviet bordorse It is known also that SPU and KRU
provide DTU organs with lists of suspocts and that the DTU collaborates in
searching for them.

6, Dircctorate for tho Scourity of Government Leaders (Russian
and abbroviation unknown)

The Directorate for the Sccurity of Govornment Loadors, which
frequently has been referred to as the lst Dircctoratc,; has the respcisi-
bility of guarding and protecting Party ond Statc officials, including
STALIN; mombors of oand candidates for the Politburo;:«+ all meombors of the
Contral Committoe of the All-Union Communist Party (bolshovik); mombers
of the Suprome Council of the USSR, of the RSFSR and of the Councils of
the various republics; members of the district Party committoos and all

officials of the Party organization. In addition, the lst Dircctorate is

responsible for the security of all govermment and Communist Party asscmblagose

Tclephone conversations in all goverrmont buildings arc said to be under
the supervision of the lst Dircetorato, prosumably in collaboration with
tho 2nd Spotsotdecle Tho Dircctoratc, also, is responsible for the sccurity
of the Kromlin, of tho homos or apartments of all importont officials and
of all placcs visited by STALIN. A brcakdown into subordinate sections and
their functions is not possiblo at the presont timee An apparcntly parallel
organization of thco MGB in Rumania, the Private Scetion (Chastny Otdel), is

doscribed in a lator soction of this study.
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7o 00%s/NKGB (Osobyye Otdely): Spocial Sections

The Dircctorato of 00!s/WKGB was ostablished at the beginning of
the Soviot Gorman War as part of the NKVD; it was tronsferred in April or
Moy 1943 to tho newly formed NKGB and had the function of maintaining
countorintelligonce surveillance among the Partison troopse It is im-
pdftant to omphasize the distinetion between tho 00's/NKGB and tho 007s/NKVD,
The latter developed out of the old OGPU VO's (Voyennyye Otdely) or military
sections, which had countorintelligoneo functions in the Red Army and Red
Navy, and were officially dissolved in lSQB, only toreappear cutwordly under
the direction of the NKO or Pcoples! Commissariat of Dofense whorc they were
known as the Counterospionage Section of NKO, Death to Spies; UKR-NKO Smersh,
concerning which furthor dota arc sct out bolow. Bricfly, tho 00's/HKGB
appear to have borne the same rolationship to Partisan units as Smersh
bore to the Red Army and the Red Floct.

8s SMERSH: Dircctornto for Countcrintelligenco in tho Armed
Foroos {now ususlly referred to as GUKR)

The purpose of the Dircctorat e for Counterintelligence in the
Soviet armed forces is to discover politically unrelisble cloments in and
to provent penetration by forcign intelligonce scrvices of the armed forcos.
In carrying out the first objeetive, the dircctorato aims ot olimination
of all opposition to Bolshovism and of all tradition antedating the estab-
listment of the Soviet Union.

Countorintelligonce functions in the Red Army wore first initiated
in 1918 when numerous non-Communists were takon in as specialists and it
was believed necessary to place them under constant surveillance to prevent
them from making contact with the enemy, For this purpose the military
sections of the Cheka were established, subordinated not to Army but to
Cheka command.

In 1922, when the GFU replaced the Cheka, the military sections!
functions were expanded to include counterintelligence control of all other
branches of the armed forces; the Navy, Air Forne, etco With the formation
of the NKVD in 1934, these military sections were redesignated as special
sections of the NKVD (00ts - Cuoby Otdel). Tho term special section became

syronymous to the Soviet soldier with denunciation and spyings partly to
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efface this connotetion counterintelligence functions were, in the spring
of 1943, placed under the command of the NKO (Nerodny Komissariat Oborony)
or Peoplost Commissariat of Defense, and werc ronamed OKR (Otdely Kontra-
Razvedki) NKO SMERSH; these OKR (céunterintelligence scctions) were set
up administratively under the Central Counterintclligence Directorate of
the NXO or GUKR (Glavnoye Uprevlieniye Kontr-Rezvedki} NKO SHMERSH. No basic
diffcorences in the work of the organization have beon noted during thesc
transitions. The NKO was roplaced by the VS (liinistorstvo Vooruzhyonnykh
Sil) or Ministry of Armed Forces, ium 1946. For a time, at least, the organ-
ization continved as GUKR MVS but in the summer or fall of 1946 SMERSH was
transforred to the MGB as the Dirccforato for Counterintelligence in the
Armed Forcess

Prior to 1946, SMERSH units werc attoched to the various unit
hoadquarters of the Red Army, and SMERSH informants opcrated in all troop
echelons, Closc liaison was effected with XRU and lst and 2nd Special
Sections of the NKGB, with the PO!s or Political Scctions of the Red Army
(rosponsible for the political educntion of membors of the armed forces),
with police installations of tho NKVD,and, during the war, with tho 4th or
Partisan Dircctorate of the NKGB. Of groat importoncc was the transfer of
agent nots betweon KRU and SMERSH, depending on whother control of terri-
tory during wortime was by a civilian or a military agency. 1st Special
Section files werc constontly referrod to by SMERSI and the technical
facilitics of the 2nd Spocial Scetion wore habitually employeds Contoct
was nover lost with the 00's NKGB, which carried out counterintelligence
functions in the Partison trocps; SMERSH agents committed bohind the German
front lines found Portison rogions the best bases for the initiation of
missionse

The rospomsibilities of SMIRSH have becn reported ag divided into
two proups, that of surveillanco and protection of Soviet troops at home
and abrood, and that of preventing ponetration by forcign intelligence
servicese SMERSH took the following measurcs in carrying out the first
function:

ae Attompted to discover countorrovelutionary elements

and tendencicsa
bo Sought to provont doscrtiom, solf-infliction of wounds,
panic and scbotagee

¢e Roported on "any laxity in army discipline," such laxity
boing considored sabotage.
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de Observed and tried to climinate defects or poor quarters,
poor messing facilities, inadequate equipment and the
like. :

c¢e Sought to discover defects in leadership and any condi-
tions which might advorsely affect the outcome of
oporationss

fo Protected scorat matorial; protected headquarters of
military units from foreign agents and soboteursa
Troced, identificd and interrogated forcign agonts
in tho troops ond in civilion groups with which troops
comc in coutact.

ge Mode socurity chocks on nll Smorsh and military intelli-
gonco agents before and aftor commitment; examined
returning Soviet soldicrse

he Evaluated encmy documcnts of intelligence valuce

In attompting to provent penetration by foreign intelligonce services,
SMERSH!s most important aims woro:
o Acquisition of informption on forcign intelligence
sorvices, primarily thosc working agaminst the Sovicts.
b. Undermining forcign intolligence scrvices by infiltro-
tion of agontse
¢s Doccption through agent playbacks ond W/T playbackse
do Surveillancc of Sovict agents in forcign countrics,
ospocially of those considercd not completely
reliable and thosc with cspecially importont
missionse ’

" Tho ostoblishment of SMERSH agent notworks and thoe oporation of
the mechanics of survoillance arc the same as in othor MGB networks in tho
Soviot Union. Forcign agents discovored by SHERSH arc intorrogated at
various cchclons on othor agents committed in the same mission; personnel,
schools and counterintclligonce methods of forcign intelligence scrvices;
porsonnel possibly suscopbible to Soviet influenco; and the foreign
political, cconomic and military situatione

It can be assumed that since World War II, with Sovict soldicrs
exposed to forcign influcncos outside of the USSR, the importance of

counterintelligonee surveillanco in the armed forccs is groator than evers

The Counterintclligence Dircctorate has today, in addition to the responsi

bilitics listed above, tho tosk of nipping overy sign of dissatisfaction
on the part of Soviet armed forccs personnel returnlhg to the Soviet Union
ond of proparing them for the roturn in such o mannor thoat thoy rcalizec
whot subjocts they may discuss after thoir return and about what they must

keep silents

9, Partisan Dircectorate

The Partisan Direcbtorate, alse known as the 4th Directorate, was
sot up within GUGB/NKVD cither in or bofore August 1942, probably with the
stotus of a soction until, upon the formation of NKGB in 1943, it became
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o dircctorate of that now commissariate The Partisan Dircctorate is
insoparobly linkcd with the Partisan lovemont which, it is belioved, had
beon officially organized, at loast on paper, since the period of the

Civil Worse TUnder the NKVD, the orgenization of’tho Partisan Movement

had been centrally controlled, in closec co-operation with the Partisan
Administrotion in the Central Committee of the All-Union Communist

Party (bolshevik), by the 4th Directorate of GUGBe Although 1ts primary
peccetime mission was o combat Partison activity within the USSR, even
before the Soviet-Cerman wor the lst Section of the 4th Directorate had
prepared the operations of Partisan groups in the rear of any possible
invading enemy; loecally this wos effected in the following momner: Party
members, workers in lorge factories, farm laborers and others were appointed
by the regional committeesof the Commnist farﬁy to orgenize annihilation
squads, special troops of the NKVD, destruction squads and other diversionary
effortse Lower echelons of the 4th Dircctorate confirmed the selection of
personnel mnd assumed responsibility for training. In wartime, these’
.organizations were composed mainly of men ineligible for militory servicee
Units were especially troined to conduct active sabotage behind enemy lines
in cnse of military occupatione Detniled instructions issued by the Direct-
orate for the troining of thesc units strossed tronsition to Partison
activity in the rear of the enomy.

During the Gormon offensive in the summer ond fall of 1941, there
were ot first only smnll groups which actually retreated into the forcsts.
They compriscd o few members of the NKVD who had romained behind, Party
functionarios, Red Army mon who hod scparated from theoir units, and, quite
froguently, criminal eloments who took advantage of the activities of these
groups to further their own endse The Soviet population,as o whole, dis=
pldycd litbtle sympothy at first for these as yet undisciplined guerrillas.
However, in the wintor of 1941-1942, the orgonization of the Partison Hovo=
ment was nctiveted at o low level by the Communist Porty and the NKVD,
Paromilitary organizations werc mobilizod by the local Communist Party
comnittecs and by the local NKVD branch offices, the latter supplying moinly
olomonts of the GUPQ or Conmtral Dircctorate of Fire Protection. The Partisans

goined mombors duo to the nonrcolization of expoctations of liberation from
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Bolshovism, the influcnce of stories told by escoped Russian PWts of their
expericnces in Germon prison camps, tho ilncroasing succoss of Bolshévist
penctration of the Germon Eastern administroation and the policlos of the
German 88 formations which forced thousands of Soviet citizons to floe to
the forcsts. The elover change in the Sovict propaganda from internation-
alism to the slogen "Defense of the Fatherland," from official atheism to
purported frocdom of worship, pictured the Partisons to be fighting for
fathorlond and rcligione

It has beon roparted that whon the central Partison organization
was sob up in 1942, it included the following Partison intelligence units:

In Soviet territorys '

Tntolligenco Uopartment (RU) of the Contral Stoaff of the
Partisan Movemcnt,

Intelligence Scetions (RO's) of tho various staffs of tho
: Portison Movements of the various
ropublicse
Intclligence Sections (RO*s) of the reproscntotions of the

Partisan Movement of the Soviet
republicss abbached to army group
heoadquariers.

Intelligence officors of tho operative groups of tho
Partison Movement of the Soviet
republics; attached to vorious army
hoadquartors.

In Encmy Territory:
Tntcliigonco Scotions (ROYs) of all Partison hoadquarters
down to battalion.
Intelligonoe officers  of all smaller Partiscn units
Intelligonco schools for sabotage, osplonage and WI/T wore
: attached to most of the intelligence
sections.

A documentory source indicated thot the strength of paramilitory
Partison units was 75-100 men in o sroup, orgenized in platoons of 25 mon
ench ond squads of 8 mon oache Their missions, including intelli gence
aotivities, wore the combatting of anti-Soviet and cnemy elements behind
the front, "vigilonce" against oncmy agonts, air roid protection, destruc=-
tion of Soviet industriocs in casc of cnemy occupation, and subsequont
organization of armecd bands in the rear of the onomys

Germon documontary sources arce the basis for tho remainder of
this soction on the Partisan intclligences Unfortunatoly, the Germans
nover learnced in dotail the conncctions botween the Partisan Directorate
end the Portisan Movement it organizod, and we have no information from
tho Gormans on this rclationship during tho years 1943-1945, Although

the Gormans have stated that tho ontire Partison intelligence orgenization
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was, in respect to purpose, closely linked with the military command, they
were never able to clarify the exact relationship between the Intelligence
Directorate of the Central Staff of the Parﬁisan Movement and the Intelli-
gence Directorate of the General Staff of the Red Armye On the other hand,
enough informetion was aveilable to the Germans so that they could meke
clear the co~ordination between Partisan intelligonce and the Communist
Partye Ior exemplethe Partisen commond staff at the level of army group
headquarters received orders from the Contral Committec of the Communist
Party at republic level, Such en ordor might read as follows: "By order
of the Central Committee of the Communist Party of the Ukraine, your groups
are to move farther to the west." However, if the Partisan command wished
to initiate a movement or publish an order involving orgenizational matters,
it had first to receive the confirmation of one of the Central Committccs
of the Communist Party, dopending on the level on which the command function
was exerciseds The lnstence quoted is an example of this co-ordination
between Partisan command staffs at army group headquarters level with the
Central Committee of the Communist Partics of the Soviet Republicse
According to the Germans, reconnaissance and intclligence orders were
roleoascd without prior concurrcncc by Party orgonse

A fairly complete picture of the structure and functions of the
Partisen intclligence scrvice on the lowor levels was obtained by the
Gormans as eorly as 19433 howover, by that time the more or less tenuous
connection with the Partisan Directorcte had boon lost and no information
on the activities of this Diroctorate has been reccived since that btimo,
It is belicved possible that organizing offices for the Partisan Dircctorate
moy cxist at the presont time within the MGB and may be proparcd to reac-
tivate the Partisan lbvement in any country and ot any timcas Thus the
Partisan lbvement may be considered a latont component of Sovict cspionage
and sabotage capable of being activated whenever nccded under the nccossary

oxtant conditionse

10, Other Headquarters Dircctoratcs

Set out bclow arc othcr headquarters dircctorates which have beon
rcliably rcported as prescently cxisting within the MGB but concerning which
we have insufficient information to discuss thoir composition, functions,

: - 4L
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or jurisdiction adequatelye While, from their titles alone; the purposes
end functions of most of these direcctorates would appear obvious - the,
maointenance of State sccurity in specific fields and the intelligence
control of specific ministries = we do not have suthentic data upon which
to basc further comment, In addition to the dircctorates listed below,
wo believe that there ore still other, as yet unidentified, MGB head-
quarters organsa

a¢ Contral Intelligence Dircctorate.

b« Directorate of Intolligence in the Ministry of Foreign
Arfairs,

ce Comtral Dircctorate in the Uinistry of Internal Affairse

ds Directorate of Inbtelligonce and Counterinbelligence in
the Ministries of Intornal and Foreign Trade.

os Contral Diresctorate for the Control and Maintenance of
State and Military Sccrebs.

fo Contral Dircctoratoc for the Control of the Purity of
the Commumist Partya

ge Contral Dircotorate in the Ministries of Hoavy Machine
Construction.

h- Contral Diroctorate in the Armaments Industrye

ie Opcrational Dircctoratc.

1ls Service Dircctorates and Sectims

Scctions of sorvice direcctorates or scrvice sections arc attached

to all MGB dircctorates mentioned above in order to carry out tho numerous

"service functions, such as investigotion, technical supply, personnel ad-
ministration, administrative supplics, finances, ctce Most of thesc

scetiong, hercin roferred to as scrvico organs, arc sct up on USSR lovel
& 3

and the following discussion of their funétions is based on such admittedly

incompletc information as is availablo at the presont timee

aes Invostigation Dircclorotoe

The Investipation Dircctorate, also roferred to as the Inves-
tigation Burcau or SB (Sledstvonnoyo Byurc), investigatcs and interro=-
gatos suspccts, proparcs the lognl dossiors on cascs and mokes transfer:
of cascs to the State Prosccutor. A military tribunal trics cases
rocoived from the Investigation Dircctoratcs In addition, tho SB
allcgodly collects information about the orgonization and mothods of
foreign intelligence services: clarifying details arc not available
concerning this roporte During wartime, the SB intorrogated prisoncrs
of intelligence intorest. From USSR lovel, the Investigation Dircet-
orato dircets the work of subordinatc scctions attached to MGB dircct-

orates and to their subordinatc organs down to province lovcl.
SECRET
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be Operationnl Dircctorante

The Opcrational Diroctoratg ot USSR lovel orgonized and
dirceted the work of sections attachod to the othor GUGB dircctorates;
‘thoso sections wore the actual oporating organs of +the dircctorates
to which thoy were nttnched and controllod the mass of agonts and
informants comprising tho agont nots within the USSRe Detoiled ine
formation on the functions of this diroctorate on USSR level is not
available; it is doubtful whethor tho Operational Dircctoratc oxists
under MGB, for oporational work in thc MGB appcars at the prosent
time to bo carried cut by the loecal offices of the UGB ob ropublic;
province arnd district levelse

°s Spocinl Seemimy (Spobsotdely or 50ts)

From informotion at hand there con ho no doubt thet five
numbered, Special Sections had cxisted up to tho.ostablishment of +the
NKGB in 1943, and, with littlec doubbt, have continucd to oxist,
oocupying the same placc todny in the 1GB that thoy occupied pre-
viously in its predocossor orgmnizationsa They wore orgenizod on
USSR lovel aﬁd their subordinate scctions werc attached to most,
if not all; NKVD dircctorates to carry out the functions assigned
to them. The functions of the Spetsotdely arc bolicved to be as
follows: }st}SO ~ files and card indices; 2ud SO - technical

s

cquipment end scrvices; 3rd 80 - survoillonce and scarch; 4th SO =

consorship; and 5th SO ~ codes.

(1) Lst Special Scotion

The lst Spccial Scotion MKVD, also known as tho lst
Spocial Soction Center, wos organized at USSR lovel “to dircct
the work of all subordinatc lst Spoeisl Scctions through cone
sbant liaison and official dircctives. At conferences, mutual
problems were discussced. The Centor dlso maintained on USSR
level the bulk of tho archives and files of all comploted
cascs investigatod by NKVD dircctoratoss

Under the dircetion of the lst Spoeial Scetion its sube-
ordinate organizations maintained o wide variety of files, card-

indicos and rogistors principally in two catogorics: the suspccted
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classcs of the populatim, and the agents and informants
detoiled +o keep them under surveillance. Persons regis-
tered in an oporative rocord of anti-Soviet elements by
the lst Spetsotdel include . those from among the following
catogorics: all citizens having in one way or another con=
nections with foreign caintries; immigrants to the Sovict
Unions forcign desortors; surviving mombers of the Czarist
regime; kuleks; members of religious denominetions; former
‘participants in all typos of anti-Boviet mutinies; former
memkera of the nolice forces of the Csarist eud Kerensky
govornuen .=, Menshovilis, Trotzkyites, Social Revolutiomarics,
Consticuty rnai Demweratbs, morarchists; ote; participants in
national orgenizab’ong aad uprisings: suspected saboteurs,
spics, terrosisis ond anti-3nviet agitators; smugglerss
repatristed emigrants; surviving members of familics of
persong sentonced to doath by Steto Seewrity orgens; persons
relcased aftor serving sentoncos for political crimes; formor
agonts of the Stete Security services dismissed for double=~
dealing and giving falsc information; former Party or Komsomol
members éYpelled for dissension and other political roasons;
mombérs of the femilies of traitors; persons expelled from
larme citios; persons formorly empleyed by forcign firmsg
porsons having contacts with forcign consulates or forecign
political or commeroisl rcpresentatives; all foreignors in
the USSR, cxcopt membors of the diplomatic bodics; and othorse
Al11 thoso known to fall inthoso categorics arc recorded
in tho operational register of the lst Spocial Section on a
card in on alphabotical index containing genoral information
on onti-Sovict clomontse A special record or register is thon
propared on cvory rogistercd person combining all availablc in-
formotion concorning him: biography, reports of agents and in-
formonts, a goneral docision in regard to the methods to be
used in tho casc, information from the archives, official
rocords of tho interrogation of witnesses, the mannor in which

the porson camc to the attention of the Stoate Sceurity organse
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Usually the special register forms the basis for a more
active fofm of agent supervision called the acute case or
the agents! case. The distinction between the two is that
an aoute oase involves‘ surveillance by one. or more agents of -
o single individual, while in an agentst® case surveillance
over a group of individuals is carried on by one or more
agents, Persons figuring in this form of active supervision
by agents arc called "figurants" and are registered in on
slphabetical index of "figurants." In these active cases

of surveillance, oll kinds of combinations of agents and all
vorietics of operations are undertakenc Tﬁe oﬁe stable

factor in this picture is the lst Special Section, the sub-

ordinate organizations of which collaborate with State,

State Seouriﬁy and other organijations in #hc p;eparation
for and the corrying out of all surveillance operations from
their inception to the conclusiong whereupon the accumulated
poapers orcstored in archivess Among State‘Security organie
zotions co-operating with the 1st Spgcial Sectiam are the
Investigation Soctions, SPU scctions, KRU’seofions, EKU
sections, tho organsvof the 2nd and 3rd Spccial Sections. .
As on oxample of tho volumo of coses handled by the lst’Spqcial
Section, o defeotor has advised that in the Leningrad 0ffico
of the NKVD during the first six months of 1940 there were
about 55,000 rcgister cascs, 9,000 to 10,000 acutc casces ond
opproximately 900 agent3!' cases.

Tho registration of agents is donc in tho following monner:
After rceruitment, informnnts‘and agents are all rogistered
by alias in an alphabetical card file in tho lst Special Sec-
tion. This indox contains the following informotion: family
hamo 3 christion nome; dote ond placo of birth} rcsidenco and
placo of work; sducation; race; social positiony when ond by
whom roorﬁitod; whether informantg agont or local roesidents
signaturc of'soction hoad and with whom the rocruited porson
is to keep in contacts Working papers, porsonél’éocumcnts

and special informotion forms on’oach agent are kept, and
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provide very dgtailed information on his previous occupations,
places of work, foreign relations, relatives, friends, knowledge
of foreign languages, remuneration, persons mentioned by the
agent in his feparts, etcs A photograph of the agent is alwayé
keét with his papors, in order to assist contacting him should
he become loste.

When a person under surveillence has been arrested ond im-
prisonéd, all the mabterial received from agents ﬁbout him,
statements of witnesses, recordings of conversations, ctce,
is gathered into an iuvestigation file in the lst Special
Section and sent to the Investigation Section concerned with
the casce It is the duty of the lst Special Section to super-
vise the Investigntion Scetion®s handling of the case, ensuring
that the investigation is completed within a prescribed time.
Upon completion of the investigation and scntence of the
accused, documents concerncd with the case arc sent to archives
on USSR, republic, province or district level, depending
epparcontly upon the importance and locale of the casee Archives
of the lst Special Section keeps all documents connected with
comploted or interrupted survcillances by asgents, all completed
or discontinued investigation cascs, all personal and working
papers of dismissed agents, deceased agents or omigrated agents,
and copics of all kinds of commmications and reports. Strict
rules govern the operation of the archives officc ond tho means
of disposing of documcnts, as well as the kinds of documonts
to be destroyede

(2) 2nd Spccial Section

The duties of(agents of the 2nd Spocial Section werc,
and opparently still arc, in the moin, to provide the State
" Security orgens with tochnical equipment of all typos nceded
in their work, The staffs of the subordinato organs of this
soction are large and include personnol of considerable troining
end educatione The 2nd Spocial Section is responsible for
radioy, telcphonc, photographid, ond chomical equipmont, main-

taiﬁing laboratories for the production and improvement of all
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motericle It also consors mnil, telophone and radio messagos,
and code corrcspondonccs

ﬁ." | Chemical laboratorics of the 2nd Spocial Sectim maonufac-
tured oand provided agonts with poisons, explosivos'and sympa-
thotic inks; onalyzed documents and papers seized on the state
frontiers, ospceially with the purpose of discovering scerect
wriﬁing; ond analyzed chomicals and explosives seized in con~
nection with arrcsts at the fronticrse In May 1941, tho 2nd
Special Section allogedly was ordercd to begin rcsearch on
infectious diseascs suspccted of boing sproad by Germon a gents.
Whother it was_ the only Sovict orgonization concerned with
bacteriological warfare, and the oxtent of its rescarch, arc
not known. »

Entirely subordinated to and comtrolled by the 2nd Special
Section was the so~callod PK,or Post Control, somctimcé rcforred
+o as Political Controle. The work of mail censorship was carricd
out by this agency in scerot rooms of post officos. Post confrol

‘.'f' ’ of a person or address was arranged on dircction from operational
soctions and ordors requesting post control were rcquired to
contain the subject's christian namc, family noame, father's name,
address of residence and working place, as well as the timo
during which PK must be maintaincd, and the signaturc of the
head of the section roéucsting the controls The procedurc thon
was to scnd tho incoming (in rarc cases also the outgoing)
corrcspondence of the con{rollcd party via 8pecial Scction 2,
where it was oponod,; to the officer handling tho investigation.
Tho investigating officor would f£ill out a card,vrecording the
contonts of tho corrcspondoncc and thon affix his signaturce
If the lottor "K" wos written on the card, thevcorrcspondencc
was to bo confiscated; if the lottor "AJ%, the corrosﬁondcnco
was to bo forwardod by the post office to the addressco. If
the corrcspondonce or othor confiscated material contaiﬁed

- \-_/ anything of oporational intercst, it was sont as evidonce to
tho investigotion soection or scétions, In addition to control

by dircet ordor, o random conbrol was earried out regularly and
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all material of operationaL intercst thusvintorcoptcd was
sont to tho proper oporatiqnal soc%ion for investigatione
Lotters mailed by soldicrs and sailors reportedly have becn
especially subject to this.random control as o moans of de-
termining moralo’and politiéal attitudess Special Section 2
co-~oporated with the OO‘s/ﬁKVD in turning over to them sus-
piciéus items intcrecepted %hrough this random control and the
scotion was also required éo make content reports to the City
and District Committeces of tho Communisf Party and to an NKVD
office in Moscowse

The largoer 2nd Spocial Scctions had at their disposal
wircless laboratorics cquipped with transmitters of every
construction and capacity, powerful radio stotions, sound
cquipmont, etece Radio stations of thce 2nd Special Scction
reportedly have bocn used to jom foreign broadcastse The
Scction's laboratories studied all confiscated wireless equip-
ment, supplicd Sovict agents working abroad with the nccessary
wircless oquipmont and supplied specialists to install micro~
phones whenever and whercever thoy were nccdeds

The 2nd Specianl Section handled monitoring of telephone
linoslmuch as it handled post conbrol. Monitoring was only
undertakon in important cascs and only on a writton request
from an oporational scections At the ond of tho order requesting
the scrvice, the oxprossion "M" or "Mikhail" was uscd to signify
that conversationsof the person mentioned in the order werc to
be monitorcd, In addition to the above responsibility, the 2nd
Spocial Scction, at least at one time, organized and maintained
the "VTj" or high-frequency commmications network linking cvory
NKVD orgon of ropublic, district, province and large city with
the NKVD in Moscow, and also used by important Party and Govern-
mont officinls, Only a fow administrative officers were ontitled
to usc this systom; for oxamplec, in the Loningrad NKVD adminis-
tration only its chiof; his deputics, tho head of the 2nd Special

Scction and the chicf of the 2nd Special Scetion subsection for
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ciphér telograms, In addition tg cxpediting sorvice, the
odventage of VIJ wos that by tho uso of a system of filtors
listoning-in was almost impossiblc. Evoery VIJ point was
equipped\with speeial sots for supply ofkonorgy in casos of
brockdowns in the regular tolophonc nots All VT gquipmont
wos kopt strictly scorets VTJ statlons werc also usod to
control Sovict interngtional tolephonc and telegraphic com=
munications, control being oxercisod by tho usc of filters
ond by monitoring of incoming tclcphone ond telographic
messagose

Photographic laboratorics under the 2nd Speeial Section
arronged for photographing all NKVD persomnol onco or twico
each yoor and also all arrcsted personsa Thoy photographed
documents, and othor material necessary for investigation or
for use as cvidence, dovoloped film cxposed by agonts dufing
thoir assigmmonts, and duplicated picturcs of wanbed porsonss
An additional rosponsibility of the laboratories was to forgo
passports, identification documents, scals, stomps, otce

The simplc cncoding and dccoding of ordinary incoming
end outgoing ciphor correspondence was donc by the 2nd Spocial
Scctione Opcrational Soctions (with thc cxccption of peripheric
scctions) did not ordinarily code or docode-messagos but if
they had to send a mossage in ciphor the text was sent to the
ciphor subscction of tho 2nd Spceial Sectionw ith tho‘signature
of the scotion hoad and o note "To bo sent as o ciphcr.tolo-
pram via VI3e" In tho periphoric orgons, cncoding and dccoding
was usunlly dono by the head of the district scction, but
gomctimes they were ontrustod to socrotarics of district and
olty scectionsse

As may be judged from the forcgoing, the work of the 2nd
Spccinl Scotion was many-sidede In addition to tho tasks dos-
cribed, ﬁﬁe 2nd Spocial Scction cmployed expert safccrackers,
locksmiths, ond oxperts in forgery ond in oll types of search,
Although this information is limited to the poriod of NKVD,
inasmuch as source's active participation was with NKVD units,
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it is belicved thot fundamontally much of tho work ascribed
by him to the 2nd Specia1;Seotiun is still carriéd out by

the present 2nd Special Séctions.A

(3) 3rd Special Section

Third Special Séétion agents carried out surveillance
of suspected persons and house searchess The predccessor of
this organ seems to have %ecn tho Operod (Operativny Otdel)
which observed travelers ;rriving in the Soviebt Union by traine
As lote as 1940, 3rd Spec%al Section agents frequented rail-
road»stations; hotels, ro?taurants and other places where new
arrivals were likely to be encountered; meny agents were em~
ployed as jonitors, hotel personnel, roilway workers and
portorse They wire ordinarily recruited omong former NKVD
omployees dismisscd on account of illness or agees One source,
who has given, or substantiated, much of tho information set
out above on the lst and 2nd Spocinl Scctions, states that the
- 3rd Specinl Sections handle the "outside supervision" of
foreigners arriving in and resident in the Soviet Union, as
well as of %he diplomatic corpss The mesaning of this phrase
seems to be that supervision of cerbain diplomatic represen-l
totives, believed to be engoged in espiénage and in contact
with foreign intclligence services,is carried out by 3rd
Special Section agents. However, the same agents arc also
used to carry out open surveillancc of membors of'foreign
diplomatic establishments with the purposc of preventing
the shadowed persons from meeting agents or recruiting new
ones. Contacts of such shadowed foreigners are turncd over
to KRU sections for thorough examination and control by KRU
agontss Actually "outside supervision" is carricd out on
orders of the opcrational séctionsg An order from an operos
tional scetion will roguest the 3rd Spccial Section to place
o porson under outside supervision (in Russian: NN or
Noruzhnoye Nabludeniye)e. 4n agent teom from this Spetsotdel
will then toke tho assignment end roport all the moves of
the suspcct person, as well as checking on his contacts, all

e
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this doto being added to thé R report.‘ Supervision is
continued for as'long o period as the ordcf demands. Upon

" roceiving the "Nu" rcpﬁrt, tho oporational section concerncd
carcfully investigates ali contacts of the suspect as rcflccted
thoreine 7

Officérs of the 3rd Special Section aro’supplicd with

legitimation cards ontitling them to use various meons of
transpartation, including privatc conveyanccs. Otherwisc,
officers conducting surveilloncos must depend on their
initiative and ingenuity, except when a search of persons
or property is necesscry, in which case a subsection of the
%rd Specinl Section is called in. This subsection searches
houses, apartments, etcs, ond thelr occupants on warranto
Ail employees of this section repor tedly are supplied with
gpecial clotbes, costumes ond disguises, as the need arises,
by a store which was npparently, during the existence of the
NKVD, under the jurisdiction of the lst Special Section.

(4) 4th Special Section

This Section, on the basis of sconty information,
is believed to be responsible for civil censorshipe It
co~oporates with the Hinistry of Communications in spot-
check censorship of mnil witﬁin the Soviét Unions According
‘o one‘souroe, its relatively ninor role as a counte}intelli-
genoe agenoy is probobly due to the smail volume of mail in
the USSR¢ The 4th Special Seétion repor tedly is respdnsible
. _ also for "supervising" tolophonse conversations within the
organization of the Ministry of Commmications in tho USSR.

(5) b5th Special Section

This Section is apparontly the cryptogrophic sectione
Nothing more is known at presont concerning its activities,
organization or relationship with the 2nd Special Sections

ond the Tth Directorates
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de Tth Dircctorate of GUGB

‘According to a defector familior with the GUGB, a Tth
Directorate of the GUGB handled the oloboration and deciphering of
the most complicoabed cipharé ond of a}l types: of codess This
statement is corroborated bj a German translatioﬁ of o captured
Soviet document, entitled "Instructions for the Orgens of the NKVD
Concerning the Performance of the Code Service." Coding activities
in gencral Wero‘set up for all organs of NKVD/USSR under tho Jurise
diction of the Tth Dircctorate of GUGB/MKVD/USSR. Specifically, the
7th Diroctorate and its subordlnatc groups werce dircctly in charge
of code activity, controlling the correct performance of code work,
conducting entrance cxaminations for code applicants in all organs
of NKVD; and supcrvising the code commmunications of the Rod Armys
This document describes how personnel werc to be solected, the
specifications for code rooms, regulations for encoding and decoding,
the protection of code materisl, and the rcgulations for the transe
mission of codes ond of correspondénco rclating to thome The docu-
ment was signed by the Chief of the 7th Directorate of GUGB/NKVD USSR,
Coptain of State Security BALAMATOVe

The 7th Otdel of GUGﬁ/RKVD, later the 7th Upravleniye of NKGB
oand prcoumab;y of the NGBg @: erclsed combleto control and super-
vision over REKKA code and cipher communications during World Wer II,
including violations.of code cipher procedurcs, as well us instances
involving the loss or compromisc of codc and cipher materialse There
arc clear indications that this supervision is continuinge

ee INFO; Information Scetion

According to Gormen sourcoes and a defector, an Information
Scotion (INFO) was cstablished undor GUGB/NKVD on USSR lovel and had
sections attached to INU and the Diroctérato for the security of
Governmént andcrs, The Information Scetion on USSR level dealt with
all problems of information between individual GUGB officoé and betwocn
individual NKVD offices and published daily‘top secrof‘bul}otins for
BSTALINymombors of the Politburo and cortain oéhor members of the
Contral Committoce It also published daily bulletins for the chicfs
of oll GUGB dcpartmonts and officcé and the heads of othcr NKVD

SECRET.
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dircetoratese Besides the daily bulletins, the office also pube
lished poriodically top soérot bulletins for Party leadors, for
cortain members of the Govérnmont end for NKVD officess Anothor
sourco reporbts the existence of Information Scctigns with the
responsibllity of collatiné agents?! roports on various levels down

to districts ond forwarding thom to the noxt highest echelon, Such
reports wero made up overy éive doys and distributed to the following:
The Directorate for tho Socurity of Govcrnmént Leadersy SPU, BKU,

end the Investigation Dircctorantos

fo GUK (Glavnoye Upravleniyc Kodrov): Contral Personnel
Directorate

This Dircctoratc, possibly the 15th Dircctoratec of 1MGB,
end its sections are in chargce of the personnel administration for
MGB, thoe maintenomce of personnel rocords, the recruiting of personnel
cnd probably the administration of MGB schoolse GUK agonts also
check the employees of important government officials and of the
Kromline Information is still lacking on how GUK controls the train-
ing of personncl, but it is assumed that such training is the respone
sibility of-GUK at USSR level and of this dircétorate!s sccetions in
the various other dircctorates to which they arc attachceds For
exomple, the Personncl Section attached to KRU probably trains KRU
pefsonnol in their special worke

ge AKWU (Administrativno-Khozyaistvonnoye Upravleniye):
Administrotive~Economlc Dircclorate

This Dircctorate, sometimes refcrred to as AKhFU,; cxorcises
the responsibility for genoral administrative and supply functiunse
Its scctions arc attached to all dirccborates of MGB to provide
materiel, to maintain a/winistrative rccords and files, to provide
food, quartors, clothing and transportation and to carry out similor
odministrative functions,

"he FO or FU (Finotdel or Finupravloniye: /Fihence Office
T~ o IMnance -Dircctorate

Thé FO!s attached to directoratos control the financial
rosourcos of the dircctoratos, It is possible that FO has boon in-
corporated in AKhU to form an AKhFO or AKhFU,

i, Secroboriat

A Seccrctariat has boon traced in the NKVD and may exist under

MGB; it is belicved to have th(xRETn supervisory control powers over

all information reccived by the NKVD office to which it was attacheds
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Ve ORGANIZATION OF THD MGB JITHLI TEE USSR OF REPUBLIC, FROVINCE AND
~ DISTRLICT LLVELS

Each of the Sovict Socialist Republies hos its own Ministry of State

Sccurity (MGB) which is pattorn@d aftor the central organization of
MGB/USSR. Technigally, all So#éet republics havo their own indcpendent
governmonts ond therefore thoir;MGB's arc, in theory, dircetly under the
Central Cormittec of the CPSU and the "Council of Ministers in gach
ropublice Practically, howevor;'each ropublic MGB is under, and operates
a8 o part of, MGB/USSﬁ which iséﬁos its contbrolling direcctivese

Republic MGB!s ore organize&;similarly to those of MGB/USSR. It
should be emphasized that undor'éUGB operational orders were probably
tronsmitted through an Operatioﬁai Dircetorate; this is not now con-
sidered to be the casc. Both oﬁorationul end administrative control is
bolieved éxercised through lowerrlevol NGB officoses On province, terri-
tory ond autonecmous provinco lovels tho MGB orgonization is refcrred to
as UMGB, the U boing bost translated as "office", Thus UMGB/LO is the
MGB offico of Lonimgrad Provinces In the provinces of the RSFSRy the
ﬁMGB’s ore directly subordinate to tho MGB/USSR in Moscows In all
Soviot Socialist Republics, howover, the UMGB socms ‘o be subordinated
to the MGB of the ropublice UMGB jurisdiction includes an entire province
with oll its towns ond citics, the headguarters usuaily situated in the
largest city. Subordinato to tho UMGB's arc city scetions and sub-
soctiqns, district subsections and county subsections.v At the lowcst
MGB lovels officors apparently sharc the work according to the object
of surveillonoe and not according to whether it is, for examplc, KRU,
SPU or EKU activitys, Officors attachod to district scetions hﬁve various
agonts, informants and subagoncics,dopending larpgoly on local conditions
end with less regard for stfiot regulations and dolinoatioﬂs of forma}
jurisdiction thon at the higher lovelse

In the Sovict Socialist Republics and the Autonomous Soviet Socinlist

Ropublics, MGB chiefs arc Ministors of Stato Sccurity; in oblasts (provinces),

krais (territorics), and autonomous provinccs they orc chicefs of ULIGBYs
or.offices of MGBe Tho following list, which is considoroed substnntiaily
acouratoc as of late 1946, is made up of such prihcipal MGB officcrs as a}e
known ond includes the head of MGB on USSR lovel and his known doputios;
/ﬁ “
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Minister Ccle, Gen, Vikbtor Semyonovich ABAKUMOV

Depuby -Minister  Gone Lte S. I. OGOLTSOV, depubty for goneral
' guestions

" Gens Lte N, N. SELIVANOVSKI
Gene Lte A, Se BLINOV
-/ " Gene Lte N, K., KOVALCHUK, later transferred to

‘ 1GB Soviet Zone in Germany
" Gene Mojo M. Go SVINELUPOV

Soviot Socialist Ropublics

Tkraine Minister Gone Lte S Re SAVCHENKO

i White Russia " Gongs Lte Le Fo TSANAV
! Uzbckistan " Gone MoJe Me Ie BASHAKOV
B} Deputy-Miniter Cols Gen. Ae Ges GAVITOV
’ " Ae NIYAZOV
. " : K. Be RYZMETOV
Georgia Minister Gone Lte fe Ns RAPAV
. Deputy-Minister Gene Lt Shs 0, TSERETELI
" Gone Moje Ie Ie NIBLADZE
Azerbal jon Minister Gens Moje Se Fo EMELYANOV
Lithuona " Gene Mojs Ies Mo BIRTUSHANAS
Deputy-Minister Gone Maje Pa Me KAPRALOV
‘ " Col,Ae A, MITSKEVICHYUS
Latvia Minister Gene Maje Ae Ae NOVIK
Deputy=-llinister Col. Yae Ya. VEVERS
" : Le¢ 8¢ SOLOMATOV
Kirgizston Ministor Cole Ae Me IVANOV
Esthonia " Gon, Hoje Be Ge KUMM

Autonomous Sovict Socialist Republicsk

Abkhazian ASSR Minister Gone Moje Ie As GAGUA
: Adzhar ASSR " Cole Ms Ie¢ KUKUTARI
U Dagostan ASSR " Cole s Is KALININSKI
- Kara-Kolpak ASSR t W, SHERALIEV
» Komi LSSR " Cole Ie I FEDYUKOV
Mari ASSR " Lts Coles Sy Is SOLOVEV
Tatar ASSR " Gene Maje As Fo RUCHKIN (sincc ond
of 1947 Moje Gon. SIDNEV?)
Chuvash ASSR i Cole 8o To MITRYASHOV
Yakut ASSR " G, Ko ZIMIN

Oblasts (provinces) and Krais {territorics)

Moscow Chief of UMGB Gene Maje Is I GORGONOV
Leningrad " " Gene Lts P, N. KUBATKIN
Kresnodarsk Keai " " Gen. Lte M, 1I, GVISHIANI
Rursk " " Major M. Pe DEMIDOV
Dnepropetrovsk " " Cols N. V. SYRKOV
Molotov " " Gen. Majs I, I, ZACHEPA
. Novosibirsk " " Gens liaje P. P, KONDAKOV
Orlov " " Ite Cols Ay D, DOMAREV
Khebarovsk Krai " " Col, Gene Se Ae GOGLIDZE
Novgorod " " Cole I. Vo RECHKALOV
Tuvinsk " " N, N. FETROV
Oirobsk " " Ay o KAZARIN
South Osetinsk " t I. I. GASSIYEV

We are able to delineate the lower levél operational and organizatiocnal
structure of only a few MGB directora’ceé. The date appearing below in this
connection frequently are more accurate in theory than in practiqe,. as dual
end multiple functions are frequently carriea out by the same individual

or offices

«58 -
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1. INU, INO SE(RET

: Information on the lower echelons of INU comes primarily from

defectors with vérying knowledge of INU/NKGB and INU/MGB. INU in the
NKGB organization is believed to have been represented on republic level
in the form of a section or INO, which, one source states, was always
the lst Section in a Republic NKGB. INO!s of ﬁzpublic NKGB¢s are said
to have received their directives from INH/NKGB/ﬁSSRa The importance
and tho size of an INO depended on the amouné of interest shown by both
NKGB/USSR and the Republic NKGB in the affairs of the neighboring countrya.
INU was also represented by an INO in the UNKEGB!s of provinces bordering
foreign countries and was considered by one source to be a sort of border
6ffice of_tho INO of the Republic and of INU/USSRa The INQ/UNKGB allegedly
had very limited independcnce of action in the performance of its dutiese

Except for thevlimitation of functions of lower echelons of INU,
NGB apparenﬁly follows the same pattern as NKGB». Ome source believes that
INOts of UMGB!s may carry on inbeclligense activitics iﬁdependently although
they are generally utilized as service organizations for in%olligenoe
operations undertaken by a Republic MCB or MGB/USSR. Buty according té one
reporty believed reliable, the mission of a minor MGB agent,on assignment
from UMGB/Uzhorod,was held up in June 1947 duwe to the necessity of ob=-
taining specific approval from MGB/Kiev (Ukrainiﬁn SSR), as the cxisting
diroctive forbade UMGB/Uzhorod on province level to mount operations
outside tho USSR without cloarances In any case, provinces bordering on
o foreign country ﬁave an INO and probably INO subsections of UMGB for
each country the province borderss In Uzhorod, which borders on four
countrics, therc are éubsoctions of the UMGB’for each border countrye. In
proviﬁces without forcign ffonticrs; the TMGB roportedly has no INOe

2, SPU, SPO -

No information is available on the organization of SPU un@or MGBe
Tho SPO!s of the UNKGBs and UGB's (undor GUGB) were subordinated both ad-
ministrativoly and opcratioﬁally to the SPO for the respeotive'republicé,
oxceopt in the provinces of tho RSFSR which were under dircet SPU control,
The structure of the provincsc SPOts conformed almost oxactly to that of the
chublic SPO?s; their size and importance varying in acoordaﬁce with the

donsity and political dovelopment of the population, and tho number of

w BY -
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objeets of surveillance in the province, Information on the SPO or 2nd
Section of UGB'of the Leningrad povince rceflccts that the inhabitants of
Leningrad wore, at least in 1941, under surveillance by two SPO's: the

SPQ of the province and the SPO of the city administration. The labter
superviscd suspected citizens, institutions of lcarning, movie houscs,
theaters, public parks, museums, sport socicties, city and district Soviets,
the Academy of Science, courts of law, the public prosccutors and other
govermment agencies in the cibys Agents of the province SPO dealt with
government institutions situated in the city of Leningrad but of importence
also to the province, such ag the provincial Public Health Sictions, the
prdvincia} Saction of Pu.i:lic Education, provincial law courts and prosce

cution officors, otce

34 KERU, KRO

The sourcc who provided the above information on the SPO has
also made tho following statoments in regard to KRO, also known as the
3rd Sectionof UGB undér GUGB, in the Leningrad Provinces, The particular
importance of the Leningrad KRO was due to the proximity of the fronticrs
of Finland, Estonie and Latvia, to the éxistcnce of a large commcrcial
harbor.and to the number of nationalities living in the ¢ity and province
of Leningrads The Leningrad KRO played tho organizing part in dealing
with espionage and counterespionage in'its aren, aided by 3rd Special
Section agentse The principal objects of KRO attontionwere persons who
had arrived in the USSR at various times (in particular, porsons not
pbsseésing Sovict citizenship), persons who had rolations with citizens
of forecign countrios, members of the forcign diplomatic corps, members
of non-Sovict national groups, such as Finns,; Gormans, otc., inhabitants
of the towns and villages in border districts, prisoncrs of war, officials
of harbors of commercial impar tance, and Soviet citizens sent on official
business abroads The dutics of KRO Loningrad included a carcful rogis-
tration of persons belonging to the aforcsaid categories which, in respect

to surveillance by agents, arc divided into throc typos of cascs: regis-

" tration, active and sgentsfcascss

KRO Leningrad, according to this source, also preparcd individwal

agonts and groups of agents for missiong outside of the USSR and transforred
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them abroads Such agents were largely persons acquainted with 1ife in
the countries towhich they wore senta On the basis of reports from
%hosg agonts, KRO Leningrad compiled detailed roports on the cspionage
activities of forecign éouptrios dirceted against the Sovict Union, on
the aotivitioé of all types of hostile forcign partics and organizations
end on persons trained abroad for espionage work in the USSRe Thesc
roports werc sent to all operational scctions of the NKVD so thot agents
might become fomiliar with their contents. This source also stated that
to KRO of the Leningrad province werc transforred duties of the Loningrad
INO, or 5th Soction UGB Leningrad ﬁrovincoe
Reliablo information on SPO and KRO operations at rcpublic
leovel is dvailablo only from the cxample of the NKGB/iithuanian S8Ry which
oxisted for three months in 1941, Sincc the two aircctofates cooperated
vory closcly, thoy will bo dealt with togcthor in the following pogcesa
During Apfil, May and dJuno of 1941, the NEGB operated in
lithuania until the advance of tho Gorman forecos aftor the outbresk of

the Gorman-Sovict war forced the Soviots to leove the countrye. Captured

" WKGB documents from this poriod, belioved authentic, throw considerablo

light on Sovict State Sccurity work apainst anti-Soviet clements in the
Lithuanisn SSR in 1941, as wcll as on the collaboration between the various
orgohns of tho NKGB at that timc. Thesc dOCUﬁDHtS‘indiéatG that one of the
principal purposes of the VKGB in Lithuonia waé to register all anti-Sovict
oelements of the population, bto preparc thom fér exilo tothe USSR and to
initiote the cxilee Copturcd NKGB orders indicate that SPO and KRQ/NKGE/
Lithuanion S3R. shar2d in the rcespansibility of rcegistoring anti-Soviet

elementsy cach dircctoratc in its own ficld. Tho folloﬁing'érdor, dated

20 Moy 1941, from the Deputy Pcoples! Commissar of State Sccurity,

Lithuanian S8R, was diraected o the Chiefs of SPO and KRO/NKGB/LSSR, all
chicefs of county scctions of NKGB/LSSRQ the chicf of the City of Vilna

NKGB offico and chiofs of rail transpo: t sochions of NKGB/LSSR; "Forwarded

Jhercwith o form for daily ropart of categorics of onti~Soviet cloments

by order of tho Pcoplos? Commissar of State Sceuritby USSR; Commissar of
State Security Comrade MERKULOV, Completed forms must be scut to mo by

courier on thc cncloscd blanks and must arrive beforc 15:00ccecavos

. 81 -
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A list of cotogorios of counbterrevolutionary activitios has becn
found among these captured documentse Persons folling inte any of those
cateogorics wore subject to operabional registry. Tho domorcation betwoon
SPC and KRO is made vory clearly, since the first scetion of the list
contains categorics to be rogistorcd by SPOand the sccond scetion cate-
gorios to be registered by KROe A tronslation of the list follows:

Categerics to be rogistored by SPO:

ne Former officials of the govermmont of the countrya

le Prineipal branch hoods.

2. Dircctors of dopartmoents and abovc.

3s County chicfse

4, Military commandcrs of countiése.

6+ DPolice officialsc

6o Gendormerics

7, Prison officials and administrative workerse
8, Public prosccutorss

9, HMombers of military field courts.

10¢ Mombers of district, ctce, courts and scctions
concorned with trial of political coscse

11, Mombers of othor courts,

12, Members of tho Supromo Court,

13, Mombers of appellate courtsa

14, Examining magistrotcs for important cascs.

15, Officials of the Lithuanian Intclligence Scrvicce

16, Officials of the criminal policoe ’

17, Officcrs of tho 2nd (Intolligonce) Section of
the Genoral Staff of the Lithuanian Armye

18s Trotskyites.

19, Active mombors of the PLEKHAVICHUS, BERMONT-AVALOV
oand von dor GOLTS bands, working in Lithuania
against the USSRe

20+ Socinl=Rovolutionaries,

2le Loading members of the Social-Deomocrats.

22, Agent provocatcurs of State Scourity

23, Families of "back-slidcrse"

24, Landownoers.

255 Important manufacturcrse

26, Importont morchants and landlords with property
velucd at not less than 60,000 lits.

be Momicrs of the Lithuonion National Counterrovolution

Ce " o " POllSh u 1

do " " Jowish 1 "

oy liombers of the Russion Bhite Emigront Formationss

£ " " Ukrainian National Counterrcvolution

go " " Whitc Russian Hational Counterrevolution,
he Leadors of Catholic Organizationss

Cotbegorics to be rogisbored by KRO:

. ne PEmployecs of forecign legations, rcgular roproscntatives
of forcign firms and ccunter-agents ofs

Gormany  England  United States Vaticon
Italy Fronce Scendinavian Baltic countries
Japan Spain countriocs Others

be Gormans forbiddon %o deport for Germany.

ce Mombers of "Kulturbumd" and "Monnschuft."

de Contrabandists and smugglors linked with Gormany.

0s Porsons living on the border ond having rclatives
in Germanye

fo Pamilics and close relatives of persons boing exiled
to the USSR.
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ge Pcrsons trying to floo from LSRR to Germony wnder
pretense of ropatriations

he Porsons arriving in LSSR from Gormany or rcpatriated
through Gormony, concorning whom oxact details arc
avalloble on thoir yolations with Germon or othor
foroign intelligenco serwvices.

A final oxamplo sorves o c larify th¢ chain of command and the

" headquarters orgenization in charge of proparing and conducting "operations

%o rid the LSSR of hostile anti~ Sovict cloments." Corrying out an order
of V. S, MERKULOV, tho Pcoplost Commissar of Stato Sccurity, LSSR, ordored
on 23 Moy 1941 the following to comstitutc the oporational staff for this
operation, He picked his own doputy as chairman and appbintod the deputy
chief of SPOy the chicf of a subsection  of SfO, the deputy chiof of a KRO
subséction and scvoral NKVD socfion chiéfs to work with him, This group
wag Jjoinod by two NKVD officers from NKVD headquarters in Moscow to arrangoe
liaison with the NKVDe Operational "troikas," or threc-man committccs,
were sot up th?oughoﬁt the country to carry out the #ctual operations at
county levele Of the threo members of these troikas two were NKGB officers
oend one an NKVD officor, usually the chicf of the local county NKVD officoe
Of the two NKGB officials ona wns, in most counties, but not nocessarily,
oither an SPO or KRO officers Among other NKGB scctions rcpfcscnted on
these troikas werc the Investigation Scetion, Porsonnol Soction, and the
Administrativo and Economic Section, The troikas worc rosponsiblo for
rendering daily reports on all persons registcered and subjocf to exile
ond for maintaining o filo on oll suspcctcd’persons. Those filés wore to
contain informotion Suppliod by agents, full dotails on the>hcad and members
of tho family gnd a oomplotc inventory of propertye The rail transport
pections of NKGB sot up their own troikas; throe for the whole of Lithuania.
Tho NKVD mjlitia was spocifically ordorcd to ronder assistance to the
organs of the NKGB in conducting the oporatione

Thesc captured NKGB ordors, although'éld! afford an oxccllent
oxomplc of the ficld co-ordination on spécific oporational probloms not
only botween vorious Statce Scourity dircctorates but also botwoon those
dif@ctoraﬁcs ond the uniformed tréép formations of NKVDs Thereo arc also,
of course, numb:ous other instancos of such operational co-ordinatioﬁ

indidating State Sceurity control of NKVD troéps.

b
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Although it is quite possible that EKU has changed radically in
the last seven years and may, indeed,bno 10ngerlexist; consideration of
Its operationa;'activitbwsshould be made, if only to provide useful back-
ground material and a more complete understanding of MGB bureaucracys
Availeble information, based on a reliable knowledgeable soﬁrce, is
therefore presented in some detail on the operations of the EKU for tﬂe
Ukrainian SSR and the EKO for the Azerbaijon SSR on republic level, the
EKO for the province of Arkhangelsk of the RSFSR, the EKO for the province
of Gorki and the EKOQ for the Primorsk Territory.

The EKOts on republic level are believed to have been subordinated
edministratively to the‘republic NKGB, but operationally each EKO was sube
ordinated to EKU/USSR. The reason for the existence of an EKT, rather
than an EKO, for the Ukrainian SSR was that the republic contained a »
highly developed industrial plant disproportionately vital to the economy
of the entire USSR, Each of the Ukrainian industries was represented by
s section directed by the EKOts of the twenty-four provinces of the
Ukrainilen SSR. These in turn were operationally subordinate to the rebublic
EXUes Thus each provincial EKO hod a combined operational and investigation
unit which, within the sphere of the province, combined the work of the
operational and investigation sections at higher levelse It was this
combined unit which airected the sections which represented EKO in the
various‘factories of cach provinces Control was effected either directly
or through the section reprecsenting the industry Eoncerned. The 6perational
ond investigation unit of the provincial EKQ was also directl&.r;sponsible
for the guard arrangements for such 1o§al factories requiring spécial NKVD
troopse Each industry within the province was represented by a branch
section in the provincial EKO; the number ofnsuch sections varying in each
province according to the cconomic and industrial development of the
provinces

Since the Azerbaijan SSR contains one of the largest oil-producing
fields in the Soviet Union, the organization of the EKO in Azerbaijan was
varied +to control this spécial situotions The Operational Section plamned

ond dirccted thb work of tho Azerbaijon EKO in accordance with instructions
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received from the 0il Industry Dopartment of EKU/NKVD/USSRe It compiled
periedical reports and returns for EKU and controll d operationally the
NEVD troops guording oil wells, pipelines, fdctozjics, and related
facilitiess The Invostigation Unit conducted investigations into cases
donlt with by this depoartment ond tho Rocords Unit had functions similar
4o those of the corrosponding dopartments in the EKU/USSR.

" Tho 0il Industry Dopartment was the chiof department of tho EKO

of the Azerbaijon SSRe It was divided into two scotions:

Cny 01l Product:,on Sectiony Kopt o watch on the work of the oil-
producing trusts ond organs, and directed the work of
spoelal departments snd spocial units in thosc orgonss

by 0il Rofinory Section: Kopt a close surveillanco on tho

activitices in tho oil rofineriecs by moans of spocial
departments in tho refinoricss

‘ ‘ The small .mchine-consﬁruvtion industry of the Azorbaijan SSR

\was roprosented in the EKO orgonization by a spccial seetion controlling
39001a1 dopartments in pertinont factories.

The structuro and functions of the Arkhangelsk EXO werc.dotérhinéd
primarily by the following factors: The main wealth of fho provinco of

~ Arkhangelsk lies in tho onormous forests which cover its entire torritofy;

“the dovelopment of the tlmbcr industry constltutos its moin cconomic ac=
tivity and in Arkhungelsk alonc therc wore tnlrty mills, two of the lurgust
timker combines in the Soviet Union, a large pqpor factory and a host of
smaller woodworking concerns, In addltlon to the timber 1ndustry, there

‘ Weré two large shipbuilding yards (the Molotovsk yord being the largost
in the USSR), and deep=-sea fishing, stock raising and agriculturc worg
important oconomic asscts.

‘Undor ordors received directly from EKU/NKVD/USSR, an oporational
ond investigation unit dirccted the work of the Arkhangelsk EXO ond in%

,vestigoted any cases of cconomic counterintolligence within the provinée.
Reécmbling corresponding organs at other lovels, it was responsible fo?

- security guard measurcs for factorics and forwardoed periodié répq'ts to
EKQ/USSR. The most important department in fho Arkhongelsk EKb wos the
Tlmber and Floatage Department which worked under the goneral dlrectlon
of the Timber Industry Scction of EhU, dcallng w1tb timber and its bJ—products.
This dopartmcnt was responsible for oconomic socurlty in all the tlmbor cone ’

corns in Arkhongelsk ond controllo d speeinl dopartmeonts in the Tlmber
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SECRET

. Approved For Release 2006/07/17 : CIA-RDP83-00415R001100030012-2:.: +4 -



Approved For Release 2006/(_37/,’,1"7,‘;CIA-RDP83-OO415R001 100030012-2
Collocting Trusts, special unl’cS:;EgR'bEI sawmills, wood=pulp and by-products
plants and spcci’al units in tho Timber Floatage Trusts. A Houschold
Industry Section was responsiblé for all Arkhengelsk industries other then
those represented in EKO by sgpara.te sections or representatives. These
industries inecluded a tannery, & knitted fabrics factory, a rope works
and several brick works, .

The Shipbuilding Industry Section of EKO, Arkhangelsk was directed
" by the corresponding branch department in EKU/USSR and Wﬁs mainly concerned
with the activities of the Molotovsk yard already mentioneds The Sectim
reportedly came into .exi‘stence in 1935 and wes also responsible for the
- other shipwepairing and building concerns, qperating through special
departments or units.

Natural geographical advantages in tho Province of Gorki facilie
tated the development of many industries, emong which were the largest
motor’works in the Soviet Union, several war industries, a locomotive
works, e diesel engine plax):t, an enormous river shipyard and numerous
other mechonical engineering and metallurgical shops. Two of the more
important sections of the Gorki EXKO wére the Machine Construction Industry
Deper tment, which checked on all the activities of 'thié industry in the
province by means of the usual special departments, and the War Industry
Section, résponsible for f‘a&tﬁries engaged in armoments productions

| ThevPrimorsk Torritory, one of six territories or krais in the
Soviet Union, c_omprisevs the Pocific Soviet seaboard from Vledivostok to the
Bering Straites Industry developed here ropidly after 1934 and the EKO
of the territory was correspondingly enlarged. A War Industry Scction
~carried on counterintelligence work among the developing armaments and
munitions plants ond, according to one sourco, there woere, under GUGB,
on Operational Soction, an Investigation Unit and the usual gections and
individuais according Lo the various iﬁdustrios and pgricultural entors
prises. Of ‘thosc o combined section for the coal and oil industries,
prominont in tho industrial life of tho territory, was the most irﬁportmt.

It is assumed that some sort of organization of other MGB direct-
orates similor to EKU, KRU, and SPU exists below USSR level, but believedly
euthentic information on the organization at lower levels is lacking at
present, except for the following on operations in Leningrad province,

primarily as of 1941,
= 66 -
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Bs Operations

At the field operational level, operations ere in the hands

of "Operational Collaborators," roughly case officers, attached to the

MGB directorates, sections and subseétions, which are referred to as
"operational sections." An example of the work of such a case offjcer

is available from a defector, who has described the activities of one
aésigned to a subsection of the lst Section of the Economic Section of

the UNKVD of Leningrad Province, Through an industrial branch of EKO

this officer received a completed questionnaire on an individual under
suspicion of anti-Soviet activity in a Leningrad factory. The case officer

~made a record on this individual, bearing the signaturo 5f his gsection
head, and this card was placed in an alphabetical'index of the lst Speocial
Sections ‘

Since it was an absolute requiremeﬁt that surveillance by agents
be planned in advance and thet concrote oéerétionql measurcs of surveillance
be proposed, thevcase officer drew up & plan of surveillance calling for
collaboration by ageﬁts of the 2nd and 3rd Special Sections, the former

.o assist with technical monitoring aids and the latter to provide agents
to surveil the suspecte. 4ll date on the case had to be processed by the
lst Special Section, by which moans accurate and centralized records were
‘assurede

The case officer now had to plen a safo and socure mothod of
mutuel co-operation with his ngonts, supplied in this casc by the 3rd
Special Section. He arronged and paid for a conspirative apartment for
mectings &nd he met his agents according to a schedule drawn up by himself,
On occasion he may have had to consult with his superiors in the lst
Sectionof EKO/ﬁNKVQ/LO. He made daily notos on the progross of his
agents and was rosponsible for a sﬁmmary each month of the agoentst roports,
By moons of these summarics his own work was ordinarily controlled by his
sﬁperiors. When information proving the guilt of the suspoot had beeon
obtgined == in this case o monitored mecting with on accomplice and stato~
meﬁts by fellow workers atteéting to anti-Soviet remarks uttercd by the
suspeot == o local warrant of arrest was made out by the casc officer,

On occasion,vhowever, such a warrant might be made out by the scction o

which the case officer was assignods The case was then turned over to the
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Investigation Section. Hnd the suspeet fled in the mecantime, the case
of ficer would have hoad one final responsibility, t}‘xe issuonce of o goneral
Warr!mt of arrest requiring all operationnl sections t hroughout the Soviet
Union to initiate local searches for the individuals

The caso.officer commonly rocrui"ccd his ovm agents, He was
responsible for determining the edﬁcation, manncrs,>charact0r, otce, of
o prospective agent by perscnal interviews, for writing o report requesting
oonfirmotion of the recruitmont by the chief of the local NKVD scction and,
on obto.inihg this permission, for gotting a written agrecment from the
prospect to work os an agont or informonte Tho cose officer trained his
agents himself and was at all times rosponsiblc for their actse If he
. himself was/transferrod, he first tronsferred his agents »persoﬁally to his
succossore When he was 1ll or on vacntion, tomporory tbransi’or of his
agonts was madoe to the head of his soction or subscction,

VI. ORGANIZATION AND FUNCTIONS OF THE MGB IN SOVIET "ZONES
OF OCCUPATION

Tho chief positive intclligonce and counterintelligence functions
of the MGB were carried out, it is belileved, in the Sovict zones of occu-
pation directly aftor tho closo of World War II by, or at least through,
the organs of fhc MVD (formerly the NKVD). State Socurity officers
apparently wero assigned to the MVD units which primarily fulfillcd police
functions in the Soviet Zones of Germany, Austria oand Koroas Gradually ,
howevor, ns tho arcas becamo stabilized, the work of +the MGE assumed greater
importance, ond in 1946 a broad roorganization took placc, at least in |
German& and Austriae In Austria and Hungary, MGB activitics proviously
had boon masked beohind the protection of the Alliod Control Commissions.
The MGB now took full authority for positive intclligence and countore
inﬁelligenco activiticss |

The roorganization which took place, o8 noted abovo, appears ob=
viously to bé o ficld manifestotion of the general roorganization énd rc=
distribution of tho functions of MGB and MVD which, it will be rocalled,
began in 1946 and apparcntly is still continuing. Howover, thorc is cone
sidorablo awthontic information reflecting thot in the Sovict Zone in
Germony cortein intelligonece ond quasiw-intelligence functions have boon

cdarricd out by tho MVD concorning matters which normslly would be considerod
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et the present timo %o be within the jurisdiotion of the MGBe It is

pes sible that this has resulted from the somewhat unusual status of Eastorn

Germany as a military occupation zoncs It is also cntirely p siblec that

MVD instellotions in this rogard have beocn used as cover by MGB, although
this hos boon denied by at least onc dofoctore
The Sovicts apparently consider the principal in’celligehce problenis

confronting them in the occupation zones to be those of countefintelligence

surveillance of all groups capable of anti-Soviet dctivi‘by, and of all the

v bronches and employees of the Soviet and native odministrations, the pre=

vention, penetration ﬁnd intercoption of foreign intelligence missions,
and the preparation of Soviet intelligence missions to obtain political,
economic, mllltary, naval ond technical intelligence about foreign powerse
For the purpose of both counterintelligence and positive intelligence,

full Soviot use of their zones of occupation a; staging arcas from which
to mount operational in%olligence missions can . be accepted as axiomatice

Dominent in this fiold will be the organs of the MGBe

Aes Soviet Zonc in Germony

Then hostilities ceased in Gormony in 1945 Soviet Intelligence units
on German soil were on o worbime footing, their activities overlapped
congidernbly and there seemed to be no coordination or chain of comnonde
To corrcot this situation, Cols Gen. I Ae SEROV, who haod been in command
of the combined Soviet Intelligence scrvices in Poland, was placod in
charge of all Soviet Intclligence activitios in Germany, Austrie ond
Wes‘pern Europé. It is not nocessary to take up in detail the orgnnization
of SEROV'S headquarters in Po-bsdla.m; documentary evidonce has proven, it
mny be noted, thot it was rosponsible to the NKVD (MV‘D) in MoscoweDuring the
summer of 1946 ;:.11 Soviet Intolligonce services in Gormomy wero still
nominally undor SEROV!s control, but o reorgonization was probably under

consideration at that time ond may have beon based on the fallurc up to

' that timo to coordinate missions among the various units of tho intelligonce

“sorvicoes and on o lack of unity in tho results obtaineds

The roorgo.n:.zatlon of Soviet Intolligence in Germany, the first
phase of which onded alout Novembor of 1946, rosulted in the sett:.ng up

of o uniform system of intolligence and counterintelligenco sections pri-
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marily: under jurisdiction of the M3Be The basic shructure ofythe old
NKVD org'mization in Germany was retained with the Oporational Scetor
(Opersektor) at province level, the Oper Okrug ot district 1evel and thoe
Oper Gruppa at "krois" or county lovels A reccent source refers to the
Opor Gruppe as "Rayormoye Obtdcleniyee" It is possfolé that qui'bo recently
‘ the letters MGB have been supersedod by SVA (SMA), rcpreson‘bmg Sov:.e't :
Military Ad.mlnlstra'blon' thus onc would expoct to find today, for cxa.mplc,
Oper Okrug SVA, instcad of Oper Okrug MGB. In tho prosont paper the namos
Okrug and Gruppae have been used throughoute |
The above-outlinod reorgonization coincidoed Nl'bh thc departurc

of SERQV from Germany, His succcssor is not yet definitely known, but is
bolioved to bo ono of tho following: Lte Gone or Maj. Gon. KOBULOV, Maj.
Gone Le Fo TSANAVA, Maje Gone Nikolai Ke KOVALCHUKe fooover tho succesvsor
may be, the functions of his offico aro belicved to be largely adminis- ‘
trative and directionpl, Actunl oporations arc carried out by the six
. v Operational Sectors and their subordiﬁato organizations, the Opor Ckrugs
" and the Oper Gruppy. Sovict Zono Operational Sectors are:

1, Brondonburg, commonded by Gon. Majs FIIATOV, with hoadquartoers
in Potsdam snd Qpor Ckrugs in the cities of
Potsdom, Eborswalde, Kottbus, Brandenburg ond
Bernoue ' '

Z2s Thuringia, commonded by Gone Moje IGNATOV, with hcadquartei-s
o in Weimor. Opor Okrugs arc located in Weimar,
Gotha, Erfurt and Geros

- 3¢ Soxony, was commandod by Gen. MoJe KLEPO’V‘, with heoad=
quarters in Dresden oand Opor Okrugs in Dresden,
Leipzig, Chomnitz and Zwickaus KLEPOV has boon
relieved of his command; his successor, is unknown,

4. Saxony=- oommarided by Cole KUZNETSOV, with headquartcrs
Anholt, in Halle, Oper Okrugs arc locptoed in Magdeburg,
o Morscburg, Dcssau, Altmnrk and Torgo.u.
Be Mecklenburg, commanded by Gone MMoje NIKITIN, with hoadquarters
in Schworine Opor Okrugs oro located in Schwerin,
Greifswold and Gustrow.

6+ Tho Oporatlonwl Sector of Borlin, commanded by Gon. Maje Ae Me

VUL, (succossor to Majs Gon. SIDNEV) has always
* geomed basically difforcant organizationally from

the othor five scetorss Thoro arc no Opor Ckrugs
in tho Scctor but a numbor of district scctions
MGB or SVA (Roionny Otdol, abbrovicted to Roiotdel
MGB or SVA) arc under tho Scctorts direct commend,
onch reportedly covering a postal district of
Berlin in tho samo way as tho original VD Oper
Gruppy did formorly. It is bolicved that the organ=
izotion of the MGB in Borlin propor was dos1§no&
to cope with the spocinl circumstoncos prevailing
in the city under quadripartito occupation, and that
thero are, in Berlin, Soviet Intolligonco agoncles in
“afdition to thé usual installations of the MGB in
on Jpor Scctore
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Tt has boon reported that Opor Scctors are divided into an
administrative branch and en intclligence branch, and that a similar

division exists ot lower levels but on a smallor scalos The adminis=

trative branch is stated to consist of a secrctariat, a personnel

section, a Party orgenization section, a finance section, a supply section,

n rocords and registry soction and s prison sections The intelligence

‘ brench reportodly has six operational sections of positive intclligenee,

counterintelligence operations into westorn zoncs, countorintelligenco
in the Soviet Zone, search of wonted persons, counterintelligence among
SMA porsonnél oand investigation and iﬁtorrogation.

A morc detailed analysis has boen provided by d doefector who
was fomiliar with the organizotion ond functions of tho Opecrational Sector
of Brandenburge While the sourco does not make tho distinction outlincd
sbove botweon administrative and intelligonee branches of an Oper Sector,
hié informntion, espocially on the intélligcnce scotions of Oper Soctor
Brandenburg, is sufficiently detailed to permit full guotation bolows, He
oould provide no oxplanation for his listing of A, I ond IV a8 subsections
dnd not as soctions:

Subscction A =~ Mainbains all files of an operational nature,
all informont card indices and all casc files,
which connot be rcmoved from this soctions

Subscetion I - Positive Intolligonces A network of informants

‘ 15 maintained in thoe Americon, British and
Fronch Zones and agonts nrc sont on missions
into theso zoncs. Targets are order-of-battle

- information on troops in theso zonos; politiccl,
ceonomlc and tochnical intelligence; public
opinion; the situation in the DP camps; and tho
activitics of foreign intelligence servicese

Section IT - Oonducts couwntorintelligence oporations. In
MGB Operotional Sector Brandenmburg there arc two
gubsoctions, onc doaling with United Statcs
osplonago ond tho other with British and Fronch
esplonnpge. This Soction also engages in offon-
give oporations, sending agents into tho United
Stotos, British and Fronch Zones on countor=
inteclligonco missionse

Scction IIT - Counterintclligence scetion for cvery branch of

_ tho Gormon administration, political parties,
schools, churches ond cultural organizations in
the Soviot Zonc, Information is obtained through
notworks of informants in these orgonizationss

Subscction IV~ Section for locating persons wanted by the ueh;
1t mokos usc of o number of German "leg men'

, ond of Gormon police faciliticse

Soction V - Soction for counterintolligonce within the Soviet
Military Administration in Germonye Informant
notworks arc ostablished in cvery local hoad=-
quarters ond in other administrative officess
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Section VI = Section for invostigation and interrogations
This Section investigates all arrested persons
ond interrogates on the basis of bricfs sub-
mitted by other scctions, particularly Sube
scetion I and Scction II.

Finonce Scction -llintains payrolls of officers, enlisted men
ond civilian interpreters and distributoes
confidontial funds at the rcquest of scction
chicfse

Personncl - Malntains all porsonncl files of officers, on-

(k¥oder) Section listed men and civilians.

Source states that this MGB Operationol Sector has, under the
Jurisdiction of its five Oper Okrugs, twonty-cight Oper Gruppye of theso
he wos familiai with the nomos of sixtecn: Prenzlau, Angermunde, Templin,
Bad Froienwalde, Frankfurt an dor Oder, Nouruppin, Rothenow, Noucn, Malow,
Wittonboréc, Belzig, Luckonwalde, Fuorstomwalde, Spremberg,‘Guben, Beoskow.

Tn this somo sourcc's opinion, Lt. Gene KOVALCHUK.is Chief of
MEB in the Soviet Zong and has o complefe-staff -with Sectfons
corrosponding to thosec of tho oporational soctors. Ho is surc that o stoff
section corresponding to Scction VI of on operational soctor cxists on
KOVALCHUK!s staff, ond this section corries out investigations covoring
the wholo of Sovict-occupicd Gormony. Commanding officor of this section
is Cols CHIZENKOV, oand the offices of the seotion arc located in Potsdame
Mnder the command ofFCol. CHESTAKOVICH, anothor staff soctioﬁ, corrcs-
ponding to Scotion ITI of an MGB operational Secctor, is entrusted with
the surveillance of all nspects of Gorman public lifcs

Commond chonnels between MGB Operational Sectors and Oper Okrugs
. are sketched by this source as follows: Tho Commanding Officer of an
Operational Scctor moy give orders direcctly cithor %o tho Command ing
Officer of an Oper Okrug or to chiofs of soctions in an Oper Okruge Also,
socction chiefs of Operational Sbctors are authorized to give orders to
chiofs of corrosponding scctions in Opor Okrugse For examplo, Lt. Col.
PAGENTRIGER, ot thc time of sourccts defoction, was Chicf of Soction II
of the Operational Scetor Brandonburge PAGENTRIGER was authorized to
order the chicf of Section II in Oper Okrug Eberswalde to undortoke cper-
ations, The Eborswalde official followed PAGENTRIGER's orders, knowing
thot they had beon cloared through PAGENTRIGER!s chiof, Gone Moje FIiATOV,
Chiof of Opcrational Scector Brandonburge

As o furthor cxample of tho closo integration between scotions éf

on Oporational Soctor and its Opor Okrugs, sourcc statos that Opor Okrug
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cﬁiofs ropoft once o month to chiefs of corresponding soctions on scctor
lovele Only aftor completion of these reports do thoy prepare roporﬁs
for their own Opor‘Okrug chiofe Scotim chiefs of Oper Ckrugs hove the
some command functions vis-a-vis Opor Gruppa chiefs under tho jurisdiction
of the respootive Opor Okrugse

MGB orgons oarc not only integrated ns to command functions but
they also collaborate closelylin the conduct of operations and tho collceting
of intolligoncos Sourcc has given an apparently authentic exomple of this.
While Section VI is not authorized to ongngo in agent operations, tho chiof
of that scetion is, however, by virtuo of his position as soction chief, in
o positioﬁ fo initinte such operationse Ify in the course of interrogation
of o suspoct by Soction VI, certain facts are learned which warront a speeial
"follow=up, the Chiof of Scction Vi mey go to tho officer in charge of his
soctor, givg him o summary of the casc ond propose that an agent be briefed
to got the desirod confirmation or informations Tho soctor chief will,
deponding on tho nature of tho caso, call in the chicf of cithor Subscction
I or Section II, and ordor him to bricf onc of his agents on tho clements
of the information in which Soction VI is interestcds In coscs of minor
importance, the scction chiefs will arrangoe among thomsclves to obtain the
informatione As o rule tho Chicf of Scction VI will not know the identity
of tho agent entrustod with the mission and will mercly roccive a repart
ffom tho soction concernod. Soufcabbelievus that in an invblvéd case ap

il

officor of Scction VI might:bc called in to de=brief thc agents

Be VEEEEer and the Soviet Zono in Austria

Little dctailéd authenticated information on the MGB in thesc arcas
1s availablce Dufing the oxistonce of the Alliod Control Commission from
corly 1945 until late in 1947, Soviet counterintolligence activities wore,
according to o rcport from two apparontly'relia£lc dofcctors; masked under
o scctiom of the ACC mown as tho "Inspektsiya." From o roading of the
functions of the Inspoktsiya, it sccms cvident that both military cnd State
‘Sccgrity’countorintdlligcnce woro carricd out, although this scction had
npparontly no positive intclligonce dutiose The Inspoktsiyalseoms to have
made use of both Hungarian and Sovicet agents and to havo collaborated with

loenl Hungorian police and military orgonizations. Althaxgh thesc defectors
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could not provide an exact orgonizational breokdown of the Inspcktsiya,
‘.-l they were able to give the following delineation of its functions:

1, Counterintclligence nctivities on Hungarian torritory;
discovery of sples or of eloments suspccted of esplonage;
investigation of sabotago cnscse

2+ Dotection of "anti-domocratic," anti-Sovict and onti-
Communist organizations or activity, corricd out with
the help of informants and ogoentss

3s Co=-oporation with the Military Politicnl Division of the
Hungarion iinistry of National Dcfensey locoted at Nador
Streot, Budapost, and with the Hungarian National Polite
ical Police, at 60 Andrassy Road, Budaposte This co=
operation consisted of o constant cxchange of information,
of commonly organized oporations, of joint recruitmont
ond exploitation of agents and of an exchange of prisoners
of intorost to any particulor agency.

44 Socurity of industrinl concerns charged with the delivery
of roparantions to the Sovietse Checks on political
attitude of such firmst personnel wore conducted, aond,
in addition, tho Inspcktsiya had informants in practically
oll Hungarion industricse

Bs Security of former Germon-owned factories and other proper=-
ties token over by the Soviets.s Local and Soviet infor-
monts were used extensively for surveillance dutiese

6. Security of Soviet military and- civilian personnel in

U Hungory.

7e Surveillonce of Soviet personnel in Hungary. This group
wos headed by o Maje REVIN whose deputy was o Moje
GORLENKO, ond it had the task of observing the behavior
ond political reliability of ACC persomnele It also
reported on the attitude ond behavior of the membors of
the Soviet diplomatic representations, trade missions
ond other Soviet representatives in Hungorye The group
studied the background and daily activities of such
Soviet representativos, learned how they spent their
frec time and determimed theilr acquaintances. Informers
' in the ACC reported to the two mnjors. All military
personnel were also under close surveillance, in which
work Hungarion informers were useds. Specinl emphasis
wos laid on surveillance of Soviet porsonnel during
, official receptions, banquets, etces Soviet officers
» ; “were instructed to spook with foreign ropresentatives
only through interproters who werc alwoys informants
working for REVIN,

8¢ Special sccurity procoutions concerning the Inspektsiyan
itself,

9y Functions of a nabturo unknown to sources. These involved
froquent mectings in seorot places botweon members of the
Inspoktsiya ond peoplo unknown to sources, apparently
‘for the purpose of recruiting, bricfing and debriefing
agonts employed by the Inspektsiyo.
‘.j It, Gen, Mikhail BELKIN was Chief of the Inspcktsiya. The above
" gouroces reported that he was succoeded by Cols VELIKANOV in July 1947,

oand lef¢ for Baden, Austrin to command a SMERSH unit under the Baden Arca
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HQ antral Group of Forces. Proviously, the Badon group, under Col.
“BEVZ, had beon controlled by the Hungorian Inspektsiyn, but on the
y prrival of Lte Gen. BELKIN the ontourage of Col, BEVZ was assimilatod
end tho Hungorian headquarters roduced in strongth by approximatcly onc-
holfe
As yot, tho name and structurc of tho MGB organization in Baden
have not been cstabiished. It hé.s boon roported that tho Baden group
- ‘ includes both MGB and SMERSH, which mny be a furthor oxample of fho ree=
organization of 1946 whon SMERSH was again placed formally undor Stato
Security contrél as tho MGB Chief Dircctorate for Countcrintolligeﬁce
in the Armed Forcos (prosumably GUKR-SMERSH)e According to available
" information, positive intelli gonoc functions are included in the group's
dutics, the Baden hendquarters .ropor“bodly oxercising tho following
functions: '
1, Counterintelligonce agoinst the Westorn Powerse
2¢ Positive intoliigonce agoinst the Western Powers,
8+ Countorintelligence against the Hungarians and Austrionse
\-f ‘ 4 Counterintelligence among Sovict and Soviet-employed. personnole
B¢ Security of industrial concerns controllod by the Sovicts, »
ospeclally of those charged with the delivery of ropar=-
otions to tho USSR, ‘
8¢ Sccurity of intélligehce buildingse

7. Co~operation with the Sovict eclemont of the Alliod Control
Commission in Austria. )

(e Tho Soviet Zonc of North Korca

A dofinitive delinantion of the MGB organization ond oporations in
North Koroa. is‘ not possible at presents Much of the information rocoived |
concorning Soviet Intelligence in this aron appoars, with little question,
to refor to SMERSH activitiles

Vile ORGANIZATION AND FUNCTIONS OF TIHE MGB IN SATELLITE
CQUNTRIES

At the prosont time the primary MGB objective within satellito
countries appears to be tho orgonized control and utilization of satellite

intolligence, sccurity, and policc agoncicse This doos not, of course,

C

prcc]_.ﬁde tho operation by the MGB in these countrics of its own soparate
ond distinct agont nets, although the usc of such satellitc agencics

decrcases the necossity for such scparato notse
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Tho utilizatioﬂ of these sa%alli%o‘ngonciés is accomplished not only
by dircet linison between them and MGB offices or representatives, but also
by placing MGB poréonnol in controlling positidns ;n those agencicse In

addition, satollite intelligonce agencies, particularly in Poland,'havc
been staffced with Soviot-trained satellite‘pcrsonnel. Not only is the
‘product of tﬁese agencies available to the MGB, but there are strong
indica#ions that the MGB consiétently assigns them spgcifio objectives
and taskse In ad&ition, it is known that in the foreign intelligence field
fhase satellite agencies are used to provide cover, support, and facilite-
tién to Soviet espionage netse According to a number of reports received
during the past two years, the Soviets are increasingly concentrating their
intelligence through these channels, including partiéularly the use of
‘gatellite diplomatio estaélishments for cover and comnunications purposes;
In a number of instances, satellite official representatives abroad, who,
withouﬁ question,  have Eeen engaged in operational inteiligence work,
reportédly have beeh.responaible directly to Soviet Intelligence and not
tobany of their own country intelligence agency. The‘available information
clearly reflects that the utilization of such satellite services is pri—
marily“a responsiblility of the MGBe However, we cennot categorieaily assert
_that satellite in?elligence, security and police agencies, as well as
satellite diplomatic establishments, are not also utilized by Red Army
Intelligences 7
There are certain variations in the accomplishment of su;h Soviet
oontrol, depénding on circumstances. In Ruménia, for e xomple, it is
apparent that key Soviet Intelligence personnel find cover in Soviet
'legatiohs, commercinl orgenizotions or missions of one type or another,
In Bulgaria, controlling MGB officicls were given cover positiong in the
Allied Control Commission before the signing of the Poaco Treaty, while in
Hungary the entirc MGB counterintelligonee activities were corried on under
the cover ofvthc ACCo |
In the satellite countrios the Soviets have clearly gdaptcd their
nethods to the oxigencics of the local situatione It appears also thot
there is a ;loser, more direct, operational reiutionship bet&ocn the

Communist Porties and the intelligence agencies there than oxists within
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the Soviet Unions Reports reccived point out that the Communist Parties
have a direct intorest in intelligence and counterintcelligence, and that
there arc strong indications of a frequent, direct, operational relation-

ship betweon satcllite Communist Partios and satellite ihtclligonce agencicss

Ae Poland

The primary purpose of the Polish sccurity and intelligence agencles
is ropbr%ed to be the fulfillment of Soviet policys Three of these agencies
were orgonized inj; or prior to, 1945: the MBP, or Ministry of Public
Security, which wos sct up by the SEROV group, a Soviet joint operational
inteclligence command vhich operated at the closc of the war in.Polﬁnd and
lator in Gormany; the UB, or Sceurity Polico; which was orgenized by the
MBP; and tho GZI; or Polish Militory Intclligende, which grew from o small
Soviet SMERSH aotﬁchmont forming tho intclligence dcction of the Soviet-
inspired Polish Kosciuszko Divisions Founded in 1945 wore tho KBW; or
Interna; Security Corps, o uniformed socurity armyj the ﬂo, or Citizenst
Militia, on ordinary policc forcoj and the intelligence service of the PFR,
"tho Polish Workers! Party (the Communist Porty of Poland)e Of these, all
but the UB were founded, staffed and controlled by So&iet officials or By
their Polish puppotse Sufficienf information is availoble to pormit a
limited and gonceralized analysis of Soviet control of tho intblligenoe
organization of tho PPR ond of tho MBP.

‘The PPR is the principal instrument of Sovict policy in Polande With
all igportant offices held by its members, the PPR dominates Polish life,
both ot home and abroad, indulging in the usual Sovict tactics of penc=
tration, surveillance, ﬁnd sabotagece It is said to collaborate closely
with the Soviet MGB and MVD and with the Poliéh MBP, UB and GZI, all staffed
largely by PPR personnel and Soviet Inteclligence officorse This service
rolies for agonts ond facilitics on the Communist Party organizotion and
on such front organizations as the ZWM (Association for the Struggle of
Youth) and the OM-TUR (Youth Orgonization of the Association of Workers'
Thivorsitics)e

butwardly; the PPR is governed by its large public Contral Committeo,
but actually = éocrot Politburo of cleoven mombers decidcs>a11 important

matters and allegedly has policy liaison with the Soviet Politburo and the
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Central Committee of tho CPSU iy Moscow.. T

The influcnce of the Polish Politburo is augmentoed by its combrol
over tho‘intclligenco service of the PPR which is ¢ stablished under the
cover dosignation "Scction B" of tﬁo Contral Sccrctariat of the PPR Contral
Committees "Scotion B" is a complote intelligence organization dealing
with both positive and countorintelligence at home and abroads Therc is
ovidence that Soviet officials oocupy somc koy positions in it and that
actual control is exerciscd by tho MGBs The sorvice is bolicved to have
tho following scctions: o sabotage scetion, a foroign intclligence section,
pe sibly an agont rocruitment scction, an internal surveillance scction
with tho purposebof observing and pcnétrating all legal and illeogal oppo-
sition groups in Polond, o tochnical soction and a personncl scctione

- The MBP is, in some of its functions, similar to the PPR "Section B."

It is charged with the politicui ond civil sccurity of Poland and its
Jurisdiction covers the supprossion of all opposition and underground
forces, the surveillaonce of government omployecs and the onforcement of
laws rclating to State Sccuritys. It has tho authority to uso the thousands
of soldicrs of the KBW and the MO¢ As informers, it uses members of the
PPR and of various youth organizations and it uses not only informors
idealogically motivated, but also many forced to collaboratc through feaf.
The Ministry hos its own prison and its own guard unit. |

Tho KBW, MO and UB have littlo intelligence or couﬁterintclligence
importonce, but the GZI‘(Glowny Zarzad Informncji) or Polish Military
Intelligenee is chorgoed with procuring militery and political intelligence,
maintaining sccurity in tho Polish armod forces and countorintelligence
operations in Poland, all of which arc undor Soviet dircction and operated
for the bonofit of tho USSRe Dircet control of the GZI in 1945 and 1946
is believed fo have been in the hanas of Lts Gone Neo N, SELIVANOVSKI, a
Vice Ministor of State Scouritye

Ba Bulgaria

Information on MGE activitios in Bulgaria is vory meagere The Bulgarian
Commmis®t Party Politburc is roported to control intclligence chains within
tho country, which boforo the Poace Treaty camc into offcet in 1947, were

Boid to be directed by Soviet Intclligence through linison channels in the
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Allied Control Commission and thsS;gv(leRtElnbassy. Maje Gone As Me VOLKOV,
one-timé Ohief of the Security Inspectorate of the ACC in Bulgaria and
reported Chief of the MVD in Bulgaria, was said to be indirect contact with
both Bﬁlgarian militis and army intelligence agencies. Cole. Le A+ SEREDA,
Chief of the Soviet Hilitary Secﬁion of the ACC and head of the intelligence
service of the Soviet occuéation forces, maintainéd contact with the
Bulgarian RO (Military Intelligence)e Fyodor FECHIN, formerly 3rd Secretary
of the Soviet Legat;on, now said to be in Polvdiv, and believed to be Chief
of MGB in Bulgaria, has been meintaining daily:contact with the Bulgarian
State 'Security Section of the militias It is also of intercst that the
source fof this information qommehts that the ususl distinction between
MVD and MGB - t%@ former the exequtive aém for the enforcement of State
Secubity and the latter strigtly an intelligence agency = appears to be
ﬁéhéiistent in Buigaria; MﬁD pérsonnei thore have been reported serving
in vorious intelligehce ana propagends activitiess

We are not in prSOSsibﬁ at the present time of sufficient additional

authentioc data to compie%eiy clorify this situations

s Yugoslovia and Albanin

in‘Yugdélaﬁia and Alboriin Soviet contdol of local agencies seems to
be exercised throughkey Soviet officials in Soviet missionss The Yugoslav
Intelligence Service, UDB, sooms to be controlled by MVD ond MoB technidians
and superﬁisors. Overall head of Soviet agonts in such key positions in
the UDB is ropa tedly Maje Gens SIDOROVICE, Soviet Attache in Belgrade
since Morch 1947, In Albania, Soviet liaison officers, supervisors and
“technicians are attached not only to every ogency of the central government
but also to its locol subdivisionse The center of Soviet Intelligence
activiﬁies for Aibania is said to be Tirane and the Soviet director is
a Cole CHUVAKINe Apparently the Yugoslov Intelligence Servicc exeroiseé a
greator degrec of independence and autonomy thon is truc in other satellitec

countriess It is known that considerable authority over Albanian Intelli-

gence efforts is cxercised by Yugoslav Intolligenco porsonnels

Des Rumania
Informotion on the work of the MGB in Rumania is available in detail

fyom an agent source, much of the matorial covering the organization of
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tho MGé in Rumonin during 1946 To an unknown extonf, therofore, this
informotion may have boen affected by o reorgenization of tho MGB ip
Rumonia in the fali of 1946, Inasmuch, hcwevef, as the MGB in Rumania,
. a8 this'sou¥ce skotches its orgonization, follows foirly consistently
the pottern of the known MGB organization in the USSR, it is felt that
the data furnished by this source arc still ot lcast'relgtivoly éccurato.

* The UGB in Rumonia is ohﬁrgcd with the collection of informatibn on
all’aspects of Rumanian life and public opihions It keops under surveila
lance foroigners ond foreign missions, the Rumonian Govornment, the
Rumonion Communist Porty and Soviot officials in Rumaniai as well as Sovict
soldiors ond citizons residing in the country, Bossorabions and Soviet
omigrose It also conducts operatiqns involving the arrost, abduction and
deporfafion to thc"USSR or liquidation of clements of the population cdn-
sidored to bo dangerous to the safety of tho Soviet Union; v

The Director of MGB in Rumania fopu'tedly was Ivan Andreycvich BAKHTIN,
who had o cover employment as Diroctor-Gonorai of the Sovrombank, ‘the Joint
Soviet~Rumanion banking institution of Bucﬁarest. Bosides his advisory
staff, BAKHTIN controlled the sections 1istod bolow:

le Secret Section (Sekrotny Otdel) or S0, directed by Col,
NICHENKO ond charged with the following functions:

as Survoillonce of the Rumanion Communist Party.
e Surveillance of the Rumanion NMinistry of tho Interior.
_¢e Surveillance of tho Royal Palaces

de Survelllance of members of the Rumanian Governmente

@s Proparation of fnlse documonts and counterfeit moncy
for all sections of 1GBe

fe Control of tronsmitting stotions of the Soviet Embagsy
ond Armys

ge Operation of photostat and photography sectionse

Also comncetod with SO arc o group in TASS with unknowﬁ duties
and o group in Sovkino, said to be responsible for survoillance of the
Royal Palace, loaders of‘the Rumanion Communist Party and mombers of the
Rumenion Government. The offoct of the abdicotion of Mihai on the fungtions
of certain of thoso scctions is not\kncwn. Gloécly collaborating with the
MGB in the gpcrational functions indicated abové is the Rumonion SSI. |

2s Foroign Section (Inostrany Otdel) or INO, dirccted by De Ge
_TKK%VLEV, and divided into the following subsections:

8e Subscction for the control of foreignerss (Pod-otdel
kontroly inostrantsov), hoaded by A« As MIKHAILOV.
Mointains copics of fi{es ond ,photographs of all
foreigners rosident in Rumonia,
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be Subsection for the control of foreign embassies
(Pod-otdel kontroly inostrannykh posoltsv),
headed by As V. YARSINs, Controls agent networks
of

(1) Georghe ALEXANDROVSKI, with the function of
recruiting informers in legations and the
- gollection of information through theme

(2) Alexander MOJAISKI; with the function of surw
weillance of foreign legatlons through the
Rumsnian State Security Service and the
Buchapest Police Prefectures Special interest
is sald to be given the Turkish, Swiss, French
and Italian Legations

0e Subsection for the toubrol of Allied M1351ons (Pod-otdel
kontroly soyuznykh missii)y directed by A. A
SEVASTIANOVAs Controls agent netwobks of

(1) Constantin DRAGONESCU, with the function of sufs
veillance of the American political and mili-
tary missionse

(2) N, CARJE, investigating and shadowing squad made
up of detectives from the Rumenian Security
Services

de Subsection for the control of the Rumenien Ministry
of Foreign Affairs (Pod-otdel kontroly ministerstve
inostrannykh del v Ryuminii), directed by Leonid
KARANDASHOV.

e Subsection for the control of citizens having r elations
with persons abroad (Pod-otdel kontroly zhitelel
kotoryye imeyut svyazi inostrantsami), directed by
Nikolai BARDICHEVe Makes use of the Rumenion post
office for censorship of mail,

3+ Economic Section (Ekonomicheski otdel) directed by N. Pe
FINOGENOV, chief representative in Rumenia of the Soviet
Ministry of Foreign Trade; divided into the following
subsectionss

ae Industrial subsection, dirccted by I. G. GRINENKO,
reported as head of Sovromlemn, the joint Sovietw
Rumanian lumber company, and as an official of
R881tza, a large metallurgical corporation, Con=-
trols networks of industrial espionages A sube~
office handles oil information from all parts of
Rumonia, including data on Americon, British and
French oil componicse .

be Finencial and economic subsection, directed by K. Se

MALINOVSKI, under Sovrompetrol cover. Studies
Rumanien financial developments and trends; in-
cludes an important research group known as the
section for the destruction of capitelism (Otdel
pogloshcheniya kapitalisma), directed by Iosif
KOTLEAR, under cover of the economic section of
the Soviet Embassye.

ca Subsection for co~ordination and economic information,
+ directed by Igor POLESCHIUK, under cover of
Yughvneshtrans, a shipping agency. Collects Rumanian
economic. intelligence for a so-called Research and
Co-ordination Buresu in Moscow, (Affiliation of this
bureau with the MGB is considered problematical).

aBl -
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ds Armistice Subsection, directed by Nikolai RAMZAITEV.
Responsible for field supervision of deliveries to
the USSR under the armistice, and the fulfillment
of economic agrecments with Rumaniae

©e Subsection for collaboration with Combined Political
Police and Security Services, directed by Capt.
Teris NIKOLSKI. Probably collaborates with the
economic sections of Rumanian security services
and mainteins surveillance over the black market
and other clendestine cconomic activities of Soviet
citizens,

Information Section (Informatsionny Otdel)e Reparted to be
‘the largest MGB scction in Rumania, directed by M. Pe
SHUTOV, a press.obtache of the Soviet Legation, divided
into the following subsections:

oe Political Information Subsectioms Gathers intolligence
on activities of tho historical parties and opponcnts
of the present regime in Rumanin,.

be Military Informotion Subsection, Dirccted by Col.
YERIOMIN; collects intolligence on the Rumanian
Army and Navy ond resistance movoments in these
services.

0. Subseotion on information rcgarding the USSR, dirccted
by Yaska ROTTMAV 3 collects material on the Rumanian
attitude toward the USSR and its Slavic satcllites,

ds Political Tendencies Subsection, directed by P. A.
ZOTOV, attache in the Soviet Embassy.

o0s Subsection for tho supervision of Bessarabians snd
‘White Russians, dirccted by Col, LEOCHENKO. Carries
.out survoillance of Bessarabians, Ukrainians, and
"Russien emigres resident in Rumania and maintains
card files on all such individuals,

Operations Section (Operatsionny Qtdel)e Directed by I. A
IN or BAGRATION. Handles arrcsts, abductions and
deportations and maintoins liaison with Rumanian ond
Russion police and intolligonce agencicse

Special Scction (Osoby Otdel)es Directod by Cols LISTROVe
Charged with the politicol surveillances and education
of the Soviet armed forces in Rumania.

Private Soction (Chastny Otdel). Reportedly directed by
Coly N. I. VEREVEA, Cherged with maintenance of the
socurlty of the Soviect Embassy, MGB offices and othoer
Sovict installations; protection of prominont Sovict
officials in Rumonia.

Rocords and Filcse Divided into threo typos of filos:
political card filos, statc sccurity files, and files
of moterial reolating to MGB liaison with Rumanian
organizotionse

VIII. FIELD ORGANTZATION AND OPERATIONS OF THE
NGB ABROAD
A ———

Qlii Insofar as it is possiblc to do so, thero have boon discussed above

the field operations of various MGB organs within the USSRe While it is

not within the purview of this study to attompt to discuss or summarize
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in dotnil speeific MGB oporations abroad, or to sot out in dotail MGB

oporational tochniques and methods as thoy rolato to oporations abroad,

gortoin comments are sot out bolow concerning the fiold organization

ond operations of tho MGB in countrios outside the Sovict Union.

Tho MGB organization rosponsible for operationnl cspionage and other

operational intelligence work in countrics outsidc thc Sovict Union ob=-

viously doecs not reflect or parallel with any exactness the hoadquarters
orgonizotion of tho ontirc MGBe It is, of courso, woll estoblished that

such oporations are under the jurisdiction primarily of tho INU and its

" subordinato INO's, although thero are numerous reports available concerning

alle ged foreign oporations'of the KRU and possibly of thc SPUs

Although certain rolatively c&nstant char@cteristics of INU organi=-
zotion abroad havo becn noted, it is difficult to draw genoral conclusimns
concerning tho form such orgenization may toke in any givon arcon, since

the INU, whilo rigid in its discipline and controls, has exhibited con-

_siderable elasticlty in adopting its ficld organization to varying con=

ditions. Basically, INU oporotions abroad arc conducted through a sorios
of indcponéont, primarily unconnccted espionage ncté or parallels. For
purposcs of convenience, thosc nets are gonorally referred to as being of
one of two types, oithor o legal or official fésidoncy or an illegel or
wnderground residoncy, depending upon whothor or not the staff official
responsible for thoir dircction is oporoting under official cbvér,'i.e.,
a8 o known and admitted officidl Soviect ro?resontativo.

While it is known that tho MGB mokes constant offorts to kecp not only

1ts cspionage nets soparate, but even to soparate parts of the same net

for security purposes, therc arc numerous caso oxamples where this principle

“hos been cXtonsively violateds Also typical of INU operactions is the use

of o legal rcsidency to support ond facilitate tho operations of a net or
nots‘operatod'by on illogal residents Thus, in many arcas, MGB agent
parallols dirocted by an MGB 6ffioial in an illegal status have still con=-
sistently been supplied with funds; instructions, and communications chonnels
by the MGB organiiation>within an ombassy,vconsula£q, or trode missione

ip some instances, high-ranking officcrs of Statc Security have becn
dispoatchod obroad apperontly with jurisdiction and control over most, if

not all, LGB opérations within o single country or cven more thon onc countrys
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For oxomple, it was roliably reported in 1943 that a Major General of
State Security, assignod to the Soviet Embassy in Washington, D. C., was
in charge of all INU operations for North Amcricas There also hove boon
instancos whero MGB/USSR has apparently dispatched agents dircctly to =
particular country or arca to opecrato independently of any rosident or
superior in the country of thoir assigament, reporting dircetly to MGB
headquarters through their own channels. Typical also of INU/MGB
operations abroad is the use of one country as a basc of operations againsgt
anothere This operational appronch has boen so consistoently followed that
it hos almost become an'ostablished principle, ihvolving sceurity odvantages
which arc Qbviocusa

| At tho ficld level, the organizations and instrumentalitics of INU
are, insofar as possible, kopt scparatc and diétinot from thosc of any
othor operating Soviet Intelligonco ageney, and as o mobter of stondard
practico, for cxample, it appears that GRU represontatives in any givcﬁ
country know prﬁctically nothing of MGB oporations in tho same arca,
Particularly noticeable in INU operations abrond has been the complete and
constant stress placed on sceurity measuros, an omphasis frequently cﬁrried
almost to ridiculous oxtromes. Obviousiy! no oporational intelligonce
ogonecy can run agent nots abroad with absoluto and éonsistcntly ﬁnbreﬁched
socptity, but the MGB has u?proachcd this goal in its forcign oporatioﬁs,

Charactoriétio of INU oporations abroad is a consistent dcpendence

upon the Communist movements in all countrics for support, assistance, and
68 o recruiting baso for agent and oporational ?crsonnol. As o result of
this dependonce, a large porcontage of INU agent and even oporational
personnel continues to bo reeruited from Communists, crypto~Communists,
fellow=travelers, parlor bolsheviks, énd so=called left-intcllectualse
Numerous instances have beon notod of instructions ond advice from personnel
forbidding the identification of INU oporations with a locol Communist
Party, and cven going so far as to cnjoin against the use of Commuﬁist
Party membors as agentse Despite those instancés, the usc of Communist
porsonncl in agonf operations by INU is both widosproad and consistont,
Ffoquontly local Communists hove beon 6ompellodvto scver all conncetiong
with tho Party. In othor instancos; hawvever, Commpnist Partf members ond

Communist Party officials involved in INU operations have continued to
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maintein their Party posts without appérént chenge in statuse Although
there is mo definite proof, it is probable that major INU officials
operating abroad are still given éarefully selected Party contacts to
facilitate their operationse It is known that in numercus eases during
recent years one or more high officials of local Communist Parties have
been made eware of MGB recruitment of Communists for "secret work"; i.e.,
espionages

According to one defecting Soviet agent, the organs of State Security
in 1943 began stressing the formation of agent parallels, using the so-
coalled "pole" system of organiza£ion, more frequently referred to as the
"double cutout system." While it is difficult to perfect a consistent
system of this character, considerable effort apparently has 5een expended
to attain sugcess, This type of orgonization, of course, coﬁtemplates
.& maximum security parsllel wherein instructions and information are
passed through a series of cutouts, very few of whom are given any knowledge
of the real identity of their subordinate agents or of tﬁeirv superiorse
According to this some defecfor, at about the same time INU, at least in
one area of majo; importance, began to transfer the direct control and
operation of o number of agent nets from. operational bersonnel originally
pecrulted from native or international Communists fo staff officers of
complete Soviet backgrounde At least one importaont NKGB &éent, who
apparently was recruited originally from international Communist circles,
has been quoted as complaining bitterly in 1944 that the "old timers"
in the business were being replaced by young Russian State Security officers

who knew little of the areas or problems involved,

IX, ESTIVMATE OF MGB EFFECTIVENESS

At present ony detailed estimate of the effectiveness or of the
sfrengths'and weaknessas of the MGB is not only difficult but perhaps
presumptuouse There is insufficient authentio or documented knowledge of
the extent, character, and identity of all MGB operations upon which to
base o definitive analysis of ibs cffectivenéss. However, certain comments
con be mode on the basis of available datoe

It is not difficult to detecct flaws in vgrious MGB oporations or to

tobulate o considerable number of mancuvers and techniques which, in
B

~3MA-
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particular instences, have appeared both incorrect and foolishe Thefe is
also abundant evidence available reflecting extreme competence and effect-
‘.-} iveness in MGB 6perations, both inside and outside the Soviet Unione '
Obviously, if the MGB is to be compared with a standard of perfection, a
number of volid criticisms might be made of its operations. If, on the
other hand, it is to be compared with the standard of performence genérﬁlLy
attained by other intolligcnée and security agencies, it must be admitted
that, as o whole, the MGB is competont, efficient, effective, and at times
brilliant in its operations. Among thslobvious‘étrengths of the MGB, of
o course, oare numbered its size, power, facilitics, continuity of operations,
continuity of personnel, and the prestige and prerogatives which arc known
to be given to the officers of Stafe Securitys Within the Sovict Union,
itself, as a State Security and repression agency, thcré appoars little
qucétion that the MGB is, os its predecessors havc becn, an extremely
effoctive foree - with littlo qucstion, the most powcrful singlc agency
within the USSRe “The power, jurisdibtion, and facilities of éhe MGB arc
go extensive that it is possibia, ofrccurse, for it to approach the satur-
‘.’ . otion point in both intelligenco and sécurity operationss We do not
question, in this rogard, that tho MGB ond such components of the MVD os
are oporationally utilized by it, ropresent by far the largest, most extensivo,
and the m§st all-pervading intelligence agency which is, or has rocently
boon, in oxistoncos Not the loost among the assets of tho MGB also is its
unlimited choicc of mothods, the offoctivenoss of which was amply demon-
gtrated in a parallel situation during World War II b& the contrast between

the effcctiveness in certain instances of the Abwehr ond tho RSHA in Germanye

Anothor strength of the MGB is, of course, its strong Party choracter and
the consequent consistent roliability of most of its personnels The tremendous
.benefit which it derives from the availability of the World Communist Move=

ment for facilitation and support hos been covercd adequatoly in other

sections of this study.
Pinally, a lknowledge of the particular strongths and effectiveness of

the MGB includes a roalization that the Soviect State as a whole not only

Q.'f ploces groat stross and dopondonce on both the scourity and intelligence
aspeots of MGB Work,.but is obviously willing to cxpend almost unlimited
men, monoy, and resourcos in the accomplishment of seecurity and intelligenoce

objectivese
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Such weakmesscs of IMGB operatioﬁs, as hove boen pointed out, primarily
apply to 11GB oporations abroode That these weokhesses arv far from fatal
is emply domonstrated by the disconcdrting lack of Jmowledge which other.
intolligonce agencies possossiof MGB operétionsﬂ Also, such weakncssos
as con be pointed out and.such cpparent orrors in judgment and appfoach
o5 have boon noted have not oppoarcd in all known MGB operations, hor have
they been revealed with sufficiont froquency to stato definitely that
thoy are symptomatic of all or cven o major poftion of MGB opofations
obroade Onc of the characteristics of NGB opofations which can bo con-
sldercd at least as a woaknesﬁ is tho provincialism and lack of foreign
exporionce opparont in much of its persomncls Obviously, howover, mony
of the unfortunato’rosults of this arc obviated by the availebility of
notivo Communists and crypto-Conmunists as agont porsonncl, In mony
cdsos, the omnivorous thirst for knowlecdge displayed by the MGB has
appearcd to prejudice the procuremont of good, vital, importont information.
In certain ocascs also, an apparont lack of judgmont as to the relative
dmportance of oporationé and information has boon obviouse |

Also noted has boen an extremc range in the compotencc of various
MGB agents and operotions, varying from thosc involving the most carcfully
conceived operational plans to be carried out by cxtremely abie personnel
0 numerous "shotéun" oporations using poorly trained, unsuited, and
stupid porsonnol, the results of which could hardly be of anyvgrcat value
or importancos Thore hasvglso boon notod in cortain instances a tendeney
to waste time and porsonnel in the cénspiratorial procurecment of infor-
mation which could more readily and morc quickly be procurcd through
ovort moonse A corollary to this has beon a frequent refusal to utilize
or depend on available facilitics and to so over-complicate an inteliigenco
operction that it appoared to involve o doliborate avoidance of simplicity.
Tho constant stross on security and on the strictly conspiratorial aspeccts
of intclligence operations seoms to have contributed to a loworing of
officioncy and effectivonoss in many cascse

Although the procurement by MGP of intelligonce information somec-
fimes appears'to involve an unjustifiod oxpenditurc of timo, offort
ond resources, the MGB unqueétionably docs procurc a great volums of

oxtremely valuable and importont data from practically ovory arca on carthe
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‘ Our kmowlodge is too limited to permit us to draw valid conclusions as
to tho comparative offcotivoness of MGB hoadquarters ovaeluation, corrc- ‘
lation, ond utilization of this tremondous mass of roports and documents.
‘.} Posscssing as it docs tho aﬁtomatic cross-chocks of an inbelligonco
systom composcd of independont parallcls working to atbtain the samc ob=-
joctives, it would appoar that such cvaluation, corrclation, and utili-
zation at tho hendquarters lovel should be proficicnte However, thero
are grounds for bolief that the cffectivoness of Sovict evaluation and
utilization'of this intclligonee information is considerably lesscncd
© by the frcmpndous bulk of the information, by the provincialism of certain
hoadquarters personncl, and b& tho bias and self=-scrving analyscs in-
cul&ated not only by a too strong belief in the dialcctical approach
but also by the pressurcs ncecessarily incident to o monolithic, despotic

burcoucracye
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NOTE: In comnection with the chart of the dispatch of INU agents,

L

the b\‘xlk of known cases reflecting the dispatch of an agent to a

F
2
g
El
]
El
Ef
El

; b actual dispatching and the suthority therefor are centered in the INO

foreign country by an INO at republic level, shows that, while the '

of a republic, the agents were dispatched through the chennels and
faoilities of an INC/UMGB et oblast levels However, it is not believed
thet this is universally true, and it is folt that in certain instances,

&t lea.s‘b, agents may be dispatched by MGB at republio level independent

A of the chamnels and facilities of the oblast INOe The extent of’éhe

suthority posseéssed by an oblast INO to dispatch agents independently

of the authority or control of either MGB at republic or USSR level

is not clear, Remembering howevor the extont of contralization of

MGB structure and orgonization, it is felt that any indepgndent dispatch
of agents by an ‘o'blast INOG is subject at least to authority and clearance
from MGB et republic, or in certain instances, USSR loevels It should

also be noted that INO/UMGB of tho Leningrad oblast appears to occupy

a status parallelihg in importance that éf‘ o ropublic INO, being similarly

direotly subordinated to INU/IGB, USSR
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